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Securely log activity and easily produce meaningful reports

Active Directory Compliance Auditing  
and Reporting

SOLUTION BRIEF

Introduction
Microsoft Active Directory has become 
the authoritative source for Identity 
and Access Management. Regulatory 
requirements and data protection laws 
mandate that administrative access 
to critical data, including that stored 
in Active Directory, must be diligently 
controlled and documented.

Effectively auditing and reporting Active 
Directory administrative activity can help 
you address some of the most common 
challenges associated with security and 
compliance, including:  

 > Accurately logging activity – 
including administrative and user 
activity

 > Meeting data retention 
requirements – including long-term, 
secure storage of information

 > Easily producing accurate reports– 
to manage security settings and 
demonstrate compliance 

 > Performing forensic analysis – 
including the ability to provide 
complete information on changes 
such as before and after values of  
the change

Solving the Problem
By securely and accurately auditing Active 
Directory, you can more easily achieve 
and demonstrate compliance while 
maintaining proper security controls  
that protect business-critical data.  

An effective approach to Active Directory 
compliance will:

 • Streamline the audit process.

 • Improve your ability to meet 
data retention and regulatory 
requirements.

 • Reduce the time it takes to perform 
forensic analysis.

 • Simplify cross-functional 
communication.

 • Aide in protecting your business  
from a security breach.

Business Challenge
Organizations require a secure and 
efficient approach to Active Directory 
auditing and reporting to help achieve 
and maintain compliance and support 
business decisions. 

Solution Benefits
The NetIQ auditing and reporting 
solutions for Active Directory help  
you:

 • Access data to support business-
critical decisions.

 • Meet security and compliance 
requirements, including data 
retention laws.

 • Analyze data and quickly perform 
forensic analysis. 

 • Customize reports to meet  
audience requirements.

Native auditing and reporting capabilities 
fall short of capturing and securely storing 
audit events. This makes it impossible to 
easily produce meaningful activity reports. 

Only a secure and efficient approach to 
auditing and reporting gives you the 
meaningful information necessary to 
satisfy audit requirements and additional 
stakeholder needs, while providing 
the foundation to meet organizational 
Identity and Access Management goals.  

NetIQ’s Approach
Leveraging the powerful auditing 
capabilities and robust, drag-and-drop 
reporting capabilities of NetIQ solutions, 
you can more easily demonstrate 
regulatory compliance and meet broader 
stakeholder needs, while reducing the 
time it takes to perform forensic analysis.

Solutions from NetIQ provide you with 
the ability to:

 • Centrally log all administrative 
activity.

 • Compress and store audit events  
in a tamper-resistant repository.

 • Provide detailed change analysis, 
including before and after values  
of a change.

 • Customize reports leveraging a  
drag-and-drop interface.

 • Easily produce granular detail or 
 high-level trending reports.

Beyond Active Directory 
To provide a secure foundation for 
Identity and Access Management, you 
need granular and trend-level visibility 
to administrative access across your 
heterogeneous computing environment. 
With this level of visibility, you can more 
fully achieve the benefits of Identity and 
Access Management while also providing:

 • Improved security over business-
critical data.
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 • Simpler, more streamlined 
compliance.

 • Reduced administrative burden.

 • Easier management of business 
expectations and service-level 
agreements.

When used in conjunction with NetIQ 
security and privileged-user monitoring 
solutions, NetIQ solutions for auditing 
and reporting can help you more quickly 
detect and remediate unauthorized 
changes to improve the overall security  
of your heterogeneous IT environment.  

Products 
NetIQ products combine to form a 
powerful and flexible solution that helps 
you more efficiently document and 
demonstrate security and compliance.

 > NetIQ® Directory and Resource 
Administrator™  – provides advanced 
delegation and robust, policy-based 
administration capabilities that 
improve the security and efficiency 
of a Microsoft Windows environment 
and assist in meeting regulatory 
requirements.

 > NetIQ® Change Guardian™ for 
Active Directory– minimizes the 
risks associated with changes to 
Active Directory and helps ensure 
that changes to the production 
Active Directory environment are 
authorized, monitored, verified, and 
audited through implementation.

 > NetIQ® Identity Integration SuiteTM – 
helps secure and extends the efficient 
administration of Active Directory 
as a single platform for identity 

administration to your cross-platform 
IT environment, including UNIX, 
Linux, Mac, and other platforms.

 > NetIQ® Aegis® – automates IT 
processes by integrating with and 
controlling IT management tools  
in order to improve efficiency,  
integrates event information,  
and ensures documentation  
and approval of changes.

For more information on how NetIQ 
can help you securely and efficiently 
administer Active Directory, as part of 
your approach to Identity and Access 
Management, visit www.netiq.com,  
or call your local NetIQ representative  
or partner.


