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Delegating administrative privileges and monitoring 
privileged users 
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SOLUTION BRIEF

Business Challenge
Organizations need a solution to  
delegate and monitor privileged users 
and controls change across their Active 
Directory environment. 

Solution Benefits
The NetIQ Active Directory management 
and security solutions enable you to:

 • Grant permissions that are within  
the scope of the employee’s job.

 • Granularly control user permissions 
and access.

 • Enable user self-management and 
automate the approval process.

 • Track and audit changes and 
administrative activities.

 • Enforce security and controls  
while distributing workload.

Introduction
Responding to user requests is one 
of the most common tasks of any 
IT organization. As Microsoft Active 
Directory has increasingly become the 
central identity repository for many 
organizations, most user requests involve 
or require Active Directory to be accessed 
and administered. Administering Active 
Directory with native tools is tedious, 
time-consuming, and resourceintensive; 
it also lacks a system for controlling 
unauthorized or unmanaged change. 
In addition, there is little to no ability to 
granularly control user and administrative 
privileges natively in Active Directory.

As a result of the lack of native 
management and security, your 
organization runs the risk of:

 > Weak default security settings –  
over Active Directory and  
its infrastructure

 > Difficulty in controlling 
permissions– to users based on 
specific business needs

 > Insufficient reporting on Active 
Directory – to manage security  
and demonstrate compliance

 > Poor auditing capabilities – 
including an inability to detect and 
alert on unauthorized or sensitive 
changes in real time

Solving the Problem
By granularly delegating administrative 
privilege and monitoring those users with 
privilege, you can more rapidly support 
changing business demands while 
consistently applying security controls.

An effective delegated Active Directory 
administration solution will:

 • Reduce the number of users with 
unnecessary elevated privileges.

 • Enforce standards and controls.

 • Track changes and audit activities.

 • Balance the workload of your highly 
skilled administrators.

 • Consistently enforce the “principle  
of least privilege.”

By limiting the number of users with 
powerful administrator privileges, you 
have improved control over the activities 
that people can perform in Active 
Directory. In addition, you are able to 
delegate administrative capabilities across 
your organization to less  
expensive personnel. 

NetIQ’s Approach
To reduce the burden on your Active 
Directory administrators and distribute 
the work associated with the most 
common administrative requests, NetIQ 
products enable you to granularly 
delegate user and administrative privilege 
in Active Directory.

Solutions from NetIQ provide you the 
ability to:

 • Grant entitlement permissions 
that are within the scope of the 
employee’s job.

 • Granularly control permissions  
and access.

 • Enable user self-management and 
automate the approval process.

 • Track and audit changes and 
activities.

 • Enforce security and controls while 
distributing workload.
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Beyond Delegated 
Administration
To achieve a secure and efficiently 
administered Active Directory 
environment, you must have controls 
in place to help ensure that process 
is adhered to, as well as automation 
capabilities to reduce administrative 
burden. With these controls and 
capabilities, you can achieve the full 
benefits of automated Active Directory 
administration, which include:

 • Improved security over business-
critical data.

 • Complete compliance.

 • Reduced administrative burden.

 • Meeting and exceeding business 
expectations.

When used in conjunction with NetIQ 
security and compliance management 
solutions, NetIQ solutions for automated 
administration of Active Directory can 
help you to more quickly detect and 
remediate unauthorized changes to 
improve the overall security of your  
IT environment.

Products
NetIQ products combine to form a 
powerful and flexible solution that helps 
you more efficiently respond to requests 
in the most secure manner.

 > NetIQ® Directory and Resource 
Administrator™ – provides advanced 
delegation and robust, policy-based 
administration capabilities that 
improve the security and efficiency 
of a Microsoft Windows environment 
and assist in meeting regulatory 
requirements.

 > NetIQ® Change Guardian™ for 
Active Directory – minimizes the 
risks associated with changes to 
Active Directory and helps ensure 
that changes to the production 
Active Directory environment are 
authorized, monitored, verified, and 
audited through implementation.

 > NetIQ® Aegis® – automates IT 
processes by integrating with and 
controlling IT management tools in 
order to improve efficiency, integrate 
event information, and ensure 
documentation and approval  
of changes.

For more information on how NetIQ 
can help you securely and efficiently 
administer Active Directory, visit 
NetIQ.com, or call your local NetIQ 
representative or partner.
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