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CARD SECURITY

PClI DSS compliance:

challenges to implementation

e-finance & payments law & policy june 2008

Few industries rely more
completely on trust than the
payment card industry (PCI). The
ability to securely and reliably use a
credit card to make purchases,
especially over the internet, has
become a staple of twenty-first
century commerce. And yet a series
of dramatic and extensive data
thefts, most notoriously the TJX
theft of over 90 million customer
records, is eroding the public’s
confidence in how safely their
personal information is stored.

It was to avert such fears and
ensure the long-term trust of the
cardholding public that card
issuing companies such as
MasterCard, Visa, American
Express and others, formalised the
PCI Data Security Standard (PCI
DSS). The Standard is composed of
twelve broad sets of requirements
designed to make certain that
organisations adhere to specific
security practices surrounding
sensitive cardholder data.

At its core, the PCI DSS was
created to protect the kinds of
credit card information that are,
unfortunately, the target of data
thieves operating around the globe.
Everything from anti-virus
programs to segregation of duties
is covered in the Standard in order
to reduce the risks to customer
data, and while many of the
security controls required already
exist in most organisations, some
technologies are either very new or
far more extensive than their
predecessors.

Implemented fully, these controls
outlined by the PCI DSS should
provide a highly secure
environment within which credit
card information is secured,
encrypted, protected from
malicious attack and constantly
monitored. In short, it is the kind
of comprehensive protection that
consumers demand for their
sensitive, in-demand information.

While this Standard seems like an

ideal approach to securing this
critical data, recent studies of PCI
DSS implementation show that for
many, meeting even the minimum
requirements has been far from
easy. A survey conducted this year
on behalf of NetIQ Corporation, a
global Systems and Security
Management solutions provider,
compiled data from over 500
organisations across the UK and
North America that are directly
impacted by the PCI DSS. The
survey results demonstrate that
while the specific compliance
challenges between North
American and UK-based
businesses varied, there were some
common trends that may signify
similar storm clouds on the
security horizon.

When asked how long they had
been working on achieving PCI
DSS compliance, a surprising
number indicated that they had
only just begun. In the UK,
approximately 25% had been
working on building the
compliance programs for a month
or less - despite the fact that the
PCI DSS was launched in 2005 and
the last deadline for compliance
passed at the end of 2007.

Those only now beginning to
work on compliance are likely to
have a long road ahead. Almost
half of those surveyed in the UK
and around two-thirds in North
America said that they have been
working toward PCI DSS
compliance for more than six
months, and indeed other related
industry research confirms that
typical implementation times are
between 12 and 18 months in total.

More surprising is that less than
one quarter of companies
indicated they were currently
compliant with the PCI DSS, and
approximately half (both in the
UK and the US) said they were
unable to gauge when they would
reach the necessary security levels
required for certification.
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Why are so many companies
unable to even estimate when they
can hope to achieve compliance,
and for those that can, why is it
taking so long? Part of the reason
may be that the changes required
to become sufficiently secure are
extensive and in many cases, these
changes affect business-critical
systems and applications, making
adherence to the PCI DSS a
daunting task for many
organisations. The day-to-day
business operational requirements
simply overwhelm the
organisation’s best intentions to
meet their compliance goals.

Additionally, many companies
simply lack the basic policy
guidelines or expertise to decide
how to implement the goals
specified in the PCI DSS. In many
cases, this lack of good policy
around card holder security
directly impedes implementation,
leaving systems vulnerable and at
risk of security breaches.

The difficulties around
complying with PCI DSS were
reported in a June 2007 Aberdeen
Group report', in which it was
shown that the total cost of PCI
compliance was between 1.4 and
3.5 times more than companies
had typically estimated. As
organisations come up against the
steep PCI DSS requirements and
expend more resources than
expected, they are often tempted to
slow implementation,
procrastination or simply shelving
the program entirely.

While difficulties and cost are
clearly having an impact, another
factor may be contributing to the

poor adoption rate of the PCI DSS.

One of the most obvious drivers to
achieve compliance is the risk that
non-compliant vendors will be
penalised by the card issuing
organisations such as Visa or
MasterCard. Theoretically, such
penalties may include significant
fines measured in hundreds of
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thousands of dollars or pounds
sterling for each incident of non-
compliance. However, when asked
whether they felt that fines would
actually be levied against non-
compliant companies (especially
so-called ‘Level One’ vendors, the
largest handlers of credit card
data), most organisations surveyed
replied that such fines would apply
only ‘occasionally’ Indeed, over
70% of UK organisations felt this
way.

Roughly half of the businesses
surveyed also felt that becoming
compliant would only actually
render their data ‘slightly more
secure’. Not exactly a rousing
endorsement.

With businesses feeling they have
little to gain from compliance, and
less to lose from non-compliance,
is it any wonder that they regard
the whole process with a degree of
weary cynicism? The fact is,
however, that these organisations
may simply have it wrong.

Vigorous enforcement is
becoming increasingly likely. Fraud
is now one of the most significant
problems facing organisations,
most importantly fraud or theft
perpetrated by people with inside
access to sensitive data. As a result,
the credit card companies are
starting to feel the financial pain to
such a degree that ever more
stringent enforcement of security
standards is now inevitable. In
2006, Visa levied approximately
$4.6 million in fines, and while it
may seem that breaches occur with
distressing regularity, Gartner, Inc.
reports that only 11% of incidents
are ever made public?. It is evident
that breaches are more widespread
than anticipated, and growing in
scope and frequency.

It’s not all bad news, though.
Many of the organisations that
approached PCI DSS compliance
in a systematic and proactive way
are already seeing unexpected
benefits associated with their

compliance programs.

The most significant are:

@ Better security around sensitive
data (not just credit card
information).

® Lower risk of non-compliance.
@ Better ability to meet future
compliance goals.

@ More efficient business
processes.

While a number of organisations
have reported only a slight increase
in credit card security, those who
have taken the most aggressive
approach to PCI DSS compliance
have seen far more significant
results in their ability to protect
sensitive data of all kinds. For these
organisations, adherence to the
PCI DSS has enabled them to more
easily achieve compliance with
other regulations, thus saving them
additional time and money.
Furthermore, with its heavy focus
on securing sensitive data, the PCI
DSS is now being seen by security
professionals as a likely foundation
for future sets of compliance
requirements. As a result, those
businesses that readily adopted the
best practices embodied in PCI
DSS are also likely to be ideally
positioned to meet new regulations
and drive more efficient processes
for handling sensitive corporate
data in the future.

One of the key emergent areas of
security technology that may help
many of the sceptics adopt and
achieve PCI DSS compliance at
lower cost is IT Process
Automation - that is, the
automation of the mundane,
repetitive security tasks often
demanded for compliance
purposes.

While most people would assume
that computer systems are
generally automated as is, the
reality is that business processes,
especially those around security,
are often very dependent on
manual intervention.

The ability to automate the
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processes around PCI DSS
compliance management,
especially detecting and reacting to
potential security breaches, will
provide organisations with a
number of benefits. Specifically,
automated security and
compliance programs:

® Are cheaper as they require less
expensive human intervention.

® Provide better security because
reaction to attacks occurs more
systematically and rapidly than
when it relies on often overworked
security staff.

® Are more streamlined, meaning
that they not only cost less, but can
be re-used or expanded as
necessary with business and policy
changes.

® Provide a faster path to
compliance, especially for future or
changing regulations.

So while PCI DSS compliance has
proven to be a challenge for most
organisations, automating the
security processes around credit
card data protection holds the
promise of increasing security
while reducing the overall costs.

There is now little debate that the
PCI DSS represents an important
step in ensuring the security of
consumers’ credit card
information, and this Standard has
become an equally important
element of maintaining trust in the
payment card industry. Although
organisations on both sides of the
Atlantic are reporting short-term
pain and difficulty in becoming
compliant, early adopters are
reporting favourable results from
their efforts. While the last
deadline for compliance passed in
2007, it is evident that the PCI DSS
story is far from over.

No one could have foreseen just
how the PCI DSS would impact
the market, or just how difficult
weathering the subsequent sea
change would be. But, all
indicators suggest that persistence
and good planning will reward
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those who take a comprehensive
approach. Such approaches
become more effective and
compelling when coupled with
emerging IT developments that
offer the promise of a simpler, less
expensive road to PCI DSS
compliance with the added benefit
of more streamlined business
processes and improved security.

Then, perhaps, we consumers will
be the ones left holding all the
cards.

Geoff Webb

Senior Manager of Product Marketing
NetlQ

geoff. webb@netigq.com

1. ‘Protecting Cardholder Data’ -
Aberdeen Group, June 2007.

2. ‘PCI Data Security Standard: Nothing
Left to Comply With by 2018’ - Avivah
Litan, Gartner Inc., 2008.
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