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Perhaps the best method for addressing these problems is 
to automate many of the tasks associated with compliance. 
The benefits for automation are numerous and include 
reduction of manual processes and their associated errors, 
reduction of associated costs, and consistency in the 
required data. These processes also lead your organization 
down the path to greater operational efficiency.  
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Practical Strategies for Compliance Automation 

 
While most organizations have some form of methodology defined for their security and compliance 
processes, few have yet taken advantage of the benefits of automating these processes. Often, this is 
because the processes have not been formalized in such a way that they lend themselves to direct 
translation and automation. 
 
A good place to start, then, is to identify a handful of manual tasks or audit reports that could provide 
immediate cost reductions if fully automated. These tasks should be focused on dealing with straight- 
forward, operational compliance tasks. These routine tasks can consume considerable resources that 
could be used elsewhere in the organization. Automating them will therefore provide the quickest, lowest 
risk, ROI possible. 
 
The kinds of processes that lend themselves to initial automation are more operational in nature. 
Examples include: 
 

• Fully managed closed-loop exception management process 
• Entitlement reporting review and approval from business owner   
• Assignment of alerts to the correct security administrators 
• Population of tickets in a ticketing system for incidents 
• Correlation of security events with changes detected in configurations 
• Response to an addition to a group with high privileges 

 

An Example in More Detail 
 

Let’s look in more detail at the first example above: Fully managed closed-loop exception management 
process. This is a common type of exception, in which a system must be out of compliance for a business 
need, such as compatibility for an application or a patch that has not been applied. This exception must 
be managed and documented properly for auditing purposes. 
 
The first step in this process is either a scheduled or initiated scan by a configuration assessment 
solution, such as NetIQ® Secure Configuration ManagerTM. If during a scan, a system is found to be out of 
compliance, this event could then trigger a process in NetIQ® AegisTM and an event would be generated. 
 
The workflow begins with NetIQ Aegis notifying the appropriate stakeholders of the violation via e-mail or 
a ticketing system. The automated process sends the necessary details of the violation to the business 
owner, along with a defined list of possible responses for him to choose from, and then waits for a 
response. 
 
The business owner is now able to simply click on the link to the NetIQ Aegis Web console and to choose 
a predefined response based on corporate policy. The options would include either creating an exception 
for the violation
  
The workflow example shown in the following diagram gives the owner the choice of responding with 
either a ‘create exception’ or ‘request remediation’ response. As soon as this choice is made, the process 
automation technology notifies the security team to either document the exception or to remediate the 
exception and, importantly, documents what has happened. 
 

 or requesting a remediation via a change request.    



 

4     White Paper 

ling the exception, the business owner and security team are 
both presented with all the information necessary to make a decision: therefore, the total impact on their 

Instead of having to 
ity team members, using 

By using an automated process for hand

time is minimized and the exception is handled promptly and is fully documented. 
manually document the exception and contact the appropriate owners and secur
potentially multiple tools, it is all coordinated and documented by NetIQ Aegis. 
 
The workflow definition for the preceding example is shown here: 
 

 
 

Exception management workflow example with NetIQ Aegis 
 

 
 

Benefits of Automating 
Automating a compliance or configuration process has a number of significant benefits, which provide 
both rapid and continuous return on investment. In addition to enabling security and compliance teams to 
focus their efforts more fully on critical issues, automation also reduces risk, drives down costs, and 
provides a record of all activity sufficient for an audit. 

Reducing Risk 
Automating these routine compliance tasks helps reduce the risk that correct procedures will not be 
followed, or that a process will be mishandled or even overlooked. 



 
• Reduce the risk of human error: Process automation replac

more consistent resolution that lessens the chance of mishan
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es manual steps and provides a 
dling a task. 

• Help ensure policy compliance: Controls, such as audit records or segregation of duties, can 
lated to industry or 

duce labor costs by 
mating highly repetitive process steps, speeding process completion and freeing up valuable 

e business.  
ove management tool ROI: Process automation can improve the ROI of existing IT 

stments, because it leverages them to execute 
on new tools. 

n help identify bottlenecks, or where too many 
ly available through a number of reports 
 resource usage. 

• Reduce training requirements: IT processes are built and maintained using a simple drag-and-
rators and administrators to design, implement, and improve 

ithout having to learn a scripting language. 
 

omation 

be placed in automated processes to ensure compliance with policies re
regulatory standards.  

Reducing Costs 
 

• Optimize security personnel resources: Process Automation helps to re
auto
security staff time to concentrate on tasks that are more critical to th

• Impr
management, security, and compliance tool inve
processes, avoiding the need to install and permissi

• Reduce waste: End-to-end process metrics ca
resources are being consumed. This information is readi

ecution andthat can drive continuous improvement in ex

drop design, enabling ope
compliance processes w

Introducing NetIQ Aegis: the Control and Aut
Platform for IT Processes  
 

NetIQ’s unique approach to IT process automation emphasizes building in success
This ensures that your IT organization is able to achieve security process maturity
building on successes that ultimately result in improved compliance and secu
increa

 from the bottom up. 
 one step at a time, 

rity capabilities and 
sed efficiency.  

” by demonstrating 
oviding a future path to expand into broader cross-

eloper expertise or 
ces and includes 

 
NetIQ Aegis gives IT and security professionals the opportunity to make “quick wins
time savings through automation of repetitive task, pr
organizational processes. Best of all, NetIQ Aegis deploys without requiring dev
extensive consulting engagements, because it utilizes familiar drag-and-drop interfa
embedded knowledge for rapid time to value.  
 

 



 
etIQ Aegis provides a lifecycle methodology for developing security process automatio
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N n workflows. 
 
 

 
 
 

 

 

 

 

 

 

 

 

This lifecycle can be described in four-steps: 

• Model – Provides a visual drag-and-drop 
canvas where workflows can be easily 
designed by IT administrators and operators 

• Automate – Executes workflows 
automatically when a trigger occurs 

• Measure – Produces out-of-the-box reports 
that identify process bottlenecks and other 
areas for improvement 

• Improve – Analyzes the reports and identifies 
areas of improvement in the workflow 
designer 

Conclusion 

As compliance and security teams stru gle to meet performance, compliance, and security goals while 
dealing with e ation offers the most immediate way to 
improve efficiency and drive down costs. At the same time, a strategy of automating and integrating 
security and compliance tools will provide considerable long-term benefits. 

The combination of NetIQ Secure Configuration Manager and NetIQ Aegis enables organizations to 
stment by reducing the manual workload associated with 

gement. In addition, this approach will provide a more consistent, better-
ption management process and will form the basis for a powerful, 

ncy. 

ortunity to 
gs and operational 

efficiency of automation. This presents the opportunity to bridge the gap between operational silos and 
 organization to adapt more readily to changes in the compliance and business 

landscape. 

g
ver-growing demands, it is clear that process autom

quickly realize significant return on inve
compliance reporting and mana
documented, compliance and exce
cross-organizational integration of security, compliance, audit reporting, and operational efficie

This uniquely open, vendor-neutral process automation framework redefines the opp
operationalize compliance management, and ultimately to realize the cost savin

enable the entire IT
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NetIQ, an Attachmate business, is a leading provider of comprehensive systems and security 

ciency. With more than 
 results that dynamic 

zations deliver critical business 
y's portfolio of award-
ment, Security 

management solutions that help enterprises maximize IT service delivery and effi
12,000 customers worldwide, NetIQ solutions yield measurable business value and
organizations demand. NetIQ's best-of-breed solutions help IT organi
services, mitigate operational risk, and document policy compliance. The compan
winning management solutions includes IT Process Automation, Systems Manage
Management, Configuration Control, and Enterprise Administration. 

 

About Attachmate 
Attachmate enables IT organizations to extend mission critical services and assure they are managed, 

d applications, manage 
nd secured connectivity. 

t include host connectivity, systems and security management, 
and PC lifecycle management. 

secure, and compliant. Our goal is to empower IT organizations to deliver truste
services levels, and ensure compliance by leveraging knowledge, automation, a
To fulfill that goal, we offer solutions tha
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