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The Payment Card Industry Data Security Standard (PCI DSS) 
affects organizations of all sizes and types, from financial 
institutions to retailers and hotel chains.  Covering such diverse 
areas as physical security, encryption and access control, 
compliance with the PCI DSS represents a significant and long-
term commitment of resources by those organizations involved. 

However, what is becoming clear is that as part of the 
compliance process, businesses are beginning to see 
opportunities to realize a measurable return on the investment 
involved. 

This short whitepaper discusses both the challenges of meeting 
PCI DSS compliance, as well as the ways in which organizations 
can leverage that work to provide better security, more easily 
meet future compliance requirements, and create operational 
efficiencies within their IT organization. 
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Introduction 

According to Business Trends Quarterly1, during 2006 the rate of exposure of personal information 
averaged 6 million records per month.  High profile events such as the TJX data theft (at least 45 
million records lost)2 and a constant stream of stories regarding insider theft and poor security 
processes have sharply eroded consumer confidence in the security of their personal information.  
This, in turn, has cost retailers significant revenue opportunities.  One study by Gartner has put the 
lost opportunity cost for 2006 at around $2 billion. 

As part of a long-term effort to restore confidence, the major credit card processing organizations, 
including VISA, MasterCard and American Express, are requiring companies that handle credit card 
data to implement and enforce strict controls on data security, their infrastructure, and the processes 
and personnel involved. These controls are defined in their Payment Card Industry Data Security 
Standard (PCI DSS) initiated in 2004 and with a series of deadlines in 2007 and 2008.  (The 12 major 
requirements for PCI DSS are listed in Appendix A). 

With little choice but to comply, many retailers and financial institutions are working towards 
implementing the 12 broad requirements contained in PCI DSS.  However, rather than seeing 
compliance as an additional burden on already overstretched IT resources, some organizations are 
now finding opportunities to leverage their PCI DSS compliance efforts to generate long-term return 
on investment.  

Difficulties in Compliance 

The PCI DSS requirements range from being relatively simple to implement, such as ensuring up-to-
date anti-virus software, to complex and demanding procedural changes such as tracking and 
monitoring access to network resources and cardholder data. 

The requirement to eliminate vendor-supplied passwords (requirement 2 of PCI DSS), for example, 
can be extraordinarily difficult to consistently enforce and document.  Implementation may cross 
many departmental boundaries, potentially involve several teams, and affect multiple system 
platforms.  Such efforts can be both time consuming and expensive.  Worse, studies show that 
organizations usually underestimate the initial difficulty and cost of implementing PCI DSS.3 

It’s hardly surprising then, that according to an October 2007 Wall Street Journal article, compliance 
rates are low.  “Merchants, unfortunately, have been slow to respond. Of the 327 largest merchants, 
just 44% of them have validated their compliance, according to Visa.”4 

Organizations are asking not only how to best drive compliance efforts with the least financial and 
business impact, but increasingly asking how to leverage those efforts to maximize the return on 
investment. 

                                                      
1  Business Trends Quarterly: “Security Compliance: Are you your own worst enemy?” – Barclay T. Blair. 
2  http://www.usatoday.com/money/industries/retail/2007-03-29-tjx-id-theft_N.htm TJX discloses largest data theft: 45.7M customers 
3  Aberdeen  Group: Protecting Cardholder Data – June 2007 
4  Wall Street Journal. Online at http://online.wsj.com/article/SB119161871891550536.html?mod=googlenews_wsj  
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Achieving Compliance 
Before they can reach compliance, however, organizations must undertake a substantial review of 
their current compliance posture.  Tools that perform vulnerability scans, especially when clearly tied 
to extensive compliance knowledge bases can be especially beneficial.  For example, NetIQ Secure 
Configuration Manager® can be used to readily discover network assets, scan them for known 
vulnerabilities and, in the case of PCI DSS Requirement 2, ensure that vendor defaults are not being 
used. It can also report on compliance with security configuration standards, such as the Center for 
Internet Security benchmarks that are recommended by PCI DSS.5 

Once such a pre-compliance audit is complete, then a more focused planning effort can be 
undertaken, with particular emphasis on those areas in which is it typically more difficult to achieve 
compliance, such as Requirements 3, 11, 8, 10 and 1.6 

While most organizations typically report initial compliance efforts taking from 12 months to 18 
months7, attaining compliance is not the end of the story. 

Maintaining Compliance 
Many of the control objectives in PCI DSS are really process objectives and can not be attained by 
simply establishing a new set of hardware or software technology.  For example, while Requirement 8 
mandates at a broad level that each user is assigned a unique ID, there are long-term processes that 
must be in place to maintain this.  Section 8.5.5 mandates that inactive accounts are removed after 90 
days, and 8.5.6 requires remote maintenance accounts used by vendors to be active only for limited 
periods when necessary.  Ensuring that these processes are not only initiated, but also that they 
continue to be enforced requires a systematic and often automated set of procedures. 

Further, not only must these processes be put in place, they must also be clearly documented and 
visible for auditors to ensure that compliance in maintained.  Once compliance has been reached, 
however, opportunities exist to capitalize on the invested effort. 

Making PCI Work for You 

Estimates vary for the number of organizations that have already reached full compliance. What is 
undeniable is that a very large number of companies are investing considerable time and resources 
into complying with the necessary PCI DSS standards. 

Although this effort is being driven primarily by the need to achieve the 12 PCI DSS requirements, 
what is also becoming apparent is that many organizations are seeing their compliance efforts as 
providing much broader benefits than may initially have been expected.  Indeed, such benefits 
straddle many areas of the organization, not just those concerned with the handling of credit card 
information. 

To understand why this is, consider two significant driving forces behind much of the adoption of 
new security technology.  The first force has been the explosive growth both in the numbers and the 
public awareness of attacks aimed at stealing data. Targeted data goes beyond credit card data to other 
customer information, individually identifiable health information, trade secrets, and more.  

                                                      
5  A complete mapping of NetIQ’s security solutions to the PCI DSS standard they enable is provided in Table 1 and a functional 

mapping appears in Appendix B 
6  Guide to passing PCI's five toughest requirements, Craig Norris  09.19.2007. Online at 

http://searchsecurity.techtarget.com/tip/0,289483,sid14_gci1271917,00.html   
7  Aberdeen  Group: Protecting Cardholder Data – June 2007 
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The second force is the legislative response driven by these attacks, including new regulations at the 
federal, state and even international level. These include Health Insurance Portability and 
Accountability Act (HIPAA) and other privacy laws, but also several states that are mandating PCI 
DSS as law.8 

Further, attacks aimed at misusing data, specifically fraud, continue to grow in seriousness and 
frequency.  According to the 2007 CSI Computer Crime and Security Study9, fraud now represents 
the most costly form of attack reported, and insider incidents (network abuse, etc) are now the most 
frequent incidents reported. 

How PCI DSS Can Provide a Significant ROI 

According to the Aberdeen Group’s report, “Protecting Cardholder Data”,   organizations that have 
already implemented the necessary steps to achieve compliance are finding that the standard actually 
represents an excellent model for protecting all their critical data and systems.  As such, they are 
seeing far greater potential return on investment (ROI) than they had originally expected. 

A specific or quantitative ROI is difficult to describe in this paper. However, ROI from PCI is the 
product of the avoidance of penalties, the benefits gained through reduced risk of breaches, the 
opportunity to reduce the compliance costs of new or other regulations, and operational efficiencies 
through the investments in tools and processes. 

Avoidance of Penalties  
Clearly there is a direct return on the investment for organizations implementing PCI DSS resulting 
from the avoidance of penalties.  Fines for non-compliance can reach as high as $100,000 per month, 
and organizations that are breached can have their credit card privileges revoked by the card 
companies10. VISA has already demonstrated the desire to enforce these measures, and in 2006, the 
credit card company levied $4.6 million in fines.11  This represents a powerful incentive to most 
organizations to reach, maintain, and document their compliance. 

Reduced Risk of Data Breaches 
Forrester Research has estimated that the cost of a data breach ranges between $90 and $305 per 
record stolen, depending on how long it takes for the breach to be discovered.  With records being 
stolen at a rate of 6 million per month, this represents a potential total liability of between 
$540,000,000 and $1.8 billion per month, or almost $22 billion per year. 

When considering that the two most common and expensive forms of incident are fraud and insider 
attack, it is easy to see why businesses are now highly sensitive to the heightened level of exposure 
data theft carries.  If, as many organizations now believe, PCI DSS represents one of the best current 
legislative approaches to securing data, then long-term and significant ROI can, and should, be 
realized from implementing its requirements. 

                                                      
8  See ComputerWorld article, “Minnesota becomes first state to make core PCI requirement a law,” at 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9020923&intsrc=hm_list.  
9  See the 12th Annual CSI Survey on Computer Crime and Security (2007) found at http://www.gocsi.com/.  
10  For a good example of the potential penalties associated with a breach, read about the CardSystems Solutions breach at 

http://www.msnbc.msn.com/id/8629796/.  
11  http://www.news.com/Visa-takes-carrot-and-stick-approach-to-security/2100-1029_3-6143055.html  
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Quicker Response to New or Other Requirements 
Early adopters of prior legislative requirements, such as HIPAA, SOX, Basel, etc., have typically 
found that there are significant common themes that run through them, especially in the areas of 
critical data protection, access control, and the systems that enforce them.  While the specifics may 
vary, the approaches often share common objectives. 

PCI DSS, as a standard specifically targeted to protect critical and sensitive data, should therefore 
provide organizations achieving compliance with an excellent starting point for any future, data-
centric legislative efforts.  Indeed, as the methodologies and approaches for securing data mature, it is 
likely that legislative efforts will both draw heavily on prior approaches, and that we will see 
increased convergence in standards.  PCI DSS then, provides a good degree of “future-proofing” for 
implementers, and therefore helps provide good ROI over the lifetime of the organization. 

Operational Efficiencies 
In addition to specific gains related to compliance and security, there are other operational gains that 
result from more tightly integrated and streamlined security processes. 

Operational incident management can be readily improved by providing easier and quicker access to 
log data, configuration information, and delta reports, which in turn facilitates root cause analysis 
speedier problem resolution. 

Furthermore, by improving the operational integrity of systems with more effective change control 
and enforcement of baseline or standard configurations system availability and performance are 
inevitably enhanced.  This provides further cost savings for both administration resources and end-
user business processes. For example, NetIQ’s own Secure Configuration Manager can ensure 
systems are patched to the correct corporate standard, and are running appropriate systems 
management tools. 

These operational efficiency gains can be more difficult to measure in the short-term, but over longer 
periods can become significant factors in reducing total IT expenditure, which itself frees resources 
for further operational streamlining. 

How NetIQ Can Help 

NetIQ is recognized as a world leader in the field of security event and information management, 
compliance, and policy management.  While no single vendor can provide all the necessary tools to 
enable complete PCI DSS compliance, NetIQ’s unique breadth of knowledge and technology 
provides our customers with an excellent foundation upon which to build compliance programs. 

NetIQ tools, solutions or security knowledge will enable more rapid compliance in all 12 areas 
defined by PCI DSS, either by directly securing information, systems and processes, or by enabling 
the better utilization of existing security technology. 

In areas such as vulnerability detection, security event and log management, privilege management, 
and documenting all the processes involved, NetIQ’s tools can provide exceptional benefits to 
organizations not only seeking to reach compliance quickly but to continue to benefit from those 
efforts beyond the PCI deadlines. 
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Mapping NetIQ’s products to PCI Objectives 
Requirement NetIQ NetIQ Solution 
1. Install and maintain a firewall 

configuration to protect data. 
   Security Manager 

2. Do not use vendor supplied defaults for 
system passwords and other security 
parameters 

   Secure Configuration Manager, Security Solutions for 
iSeries 

3. Protect Stored Data    Security Manager 
Security Solutions for iSeries 

4. Encrypt transmissions of cardholder 
data and sensitive information on public 
networks 

   Security Manager, Secure Configuration Manager 

5. Use and regularly update anti-virus 
software 

   Secure Configuration Manager 

6. Develop and maintain secure systems 
and applications 

   Secure Configuration Manager 

7. Restrict access to data by business need-
to-know 

   Security Manager, Secure Configuration Manager, 
Change Guardian for Active Directory, 
Security Solutions for iSeries 
NetIQ Directory & Resource Administrator 
NetIQ Change Administrator for Windows 

8. Assign a unique ID to each person with 
computer access 

   Secure Configuration Manager, 
Security Solutions for iSeries 

9. Restrict physical access to cardholder 
data 

   Security Manager 

10. Track and monitor all access to network 
resources and cardholder data 

   Secure Configuration Manager, Security Manager, 
Change Guardian for Active Directory, Change 
Guardian for Windows, 
Security Solutions for iSeries 

11. Regularly test security systems and 
processes 

   Security Manager 
Security Solutions for iSeries 

12. Maintain a policy that addresses 
information security 

   VigilEnt Policy Center, Security Manager 

 
 - Directly secure or enforce all or some of this policy or rule 
 - Directly monitor all or some of this policy or rule 
 - Support the enforcement of this rule through third-party applications 

Platforms supported: Windows, Unix, IBM System i (iSeries), Linux. 
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Conclusion: Building on PCI for Better Security 

Achieving PCI Compliance is not trivial.  However, by following a well planned, well organized 
approach, organizations are certainly beginning to not only achieve it, but realized additional long-
term benefits from their efforts. 

Just as no single security solution can meet all your organization’s needs for securing your 
infrastructure and your data, so no single security vendor will be able to meet the entirety of your PCI 
DSS compliance needs. 

However, having a vendor partner with a proven track record in the security and compliance space, 
offering solutions not only for the full range of PCI requirements but the majority of business 
platforms (Windows, Unix, Linux, IBM System i) can reduce your time to compliance and lower 
your costs. 

NetIQ is such a vendor, and with customers in all sectors, both public and private, we have the 
experience and tools to help you attain your compliance goals more easily, more rapidly, and with 
less cost. 

Finally, our long-term commitment to developing world-leading security management tools and to 
integrate them with operational management systems will ensure that any investment in PCI 
compliance generates significant security return on investment for the lifetime of your organization. 

For more information on NetIQ’s PCI DSS compliance offerings, or our general security products, 
visit www.netiq.com. 
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Appendix A: Core Requirements for PCI DSS 

The 12 general requirements for PCI DSS compliance are as follows12: 

Build and maintain a Secure Network. 
1. Install and maintain a firewall configuration to protect cardholder data 

2. Do not use vendor-supplied defaults for system passwords and other data 

Protect Cardholder Data 
3. Protect stored cardholder data 

4. Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability Management Program 
5. Use and regularly update anti-virus software 

6. Develop and maintain secure systems and applications 

Implement Strong Access Control 
7. Restrict access to cardholder data by business need-to-know 

8. Assign a unique ID to each person with computer access 

9. Restrict physical access to cardholder data 

Regularly Monitor and Test Networks 
10. Track and monitor all access to network resources and cardholder data 

11. Regularly test security systems and processes 

Maintain an Information Security Policy 
12. Maintain a policy that addresses information security 

                                                      
12  See https://www.pcisecuritystandards.org/ for the full Payment Card Industry Data Security Standard document. 
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Appendix B: Complete Mapping of NetIQ Solutions 

PCI Control 
Objective  

Requirement  How NetIQ Can Help  

1. Install and maintain a 
firewall configuration 

• Publish firewall configuration policies on the 
intranet and track who has read them.  

• Monitor for changes or unauthorized access to 
Cisco-IOS based routers & switches.  

Build & Maintain a 
Secure Network  

2. Do not use vendor-supplied 
defaults for passwords 

• Check-up reports assess if systems are in 
compliance with password policies.  

• Pre-configured checks are automatically 
delivered when new vulnerabilities are 
discovered.  

• Tasks and actions can be used to disable 
insecure services.  

• Changes can be made to system configurations 
across multiple servers.  

3. Protect stored cardholder 
data 

 

• Determine if proper security controls are in 
place to protect sensitive data.  

• Develop, distribute and enforce data retention 
and disposal policies.  

Protect Cardholder 
Data  

4. Encrypt transmission of 
cardholder data across open, 
public networks 

• Safely transmit sensitive data and ensure 
transfers are complete.  

• Develop, distribute and enforce data 
cryptographic policies.  

5. Use and regularly update 
anti-virus software 

• Evaluate the status of anti-virus applications, 
including virus signature date, last scan date 
and scanning engine version.  

• Monitor anti-virus system services and restart.  

Maintain a 
Vulnerability 
Management 
Program  

6. Develop and maintain 
secure systems and 
applications 

• Audit to ensure the latest security patches are 
installed.  

• Provide automatic updates when new patches 
are released, and new vulnerabilities 
discovered.  

• Define entitlements for separation of duties.  
• Enable granular access control to reduce the 

number of privileged accounts.  
• Alert on unmanaged changes to Active 

Directory objects.  
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PCI Control 
Objective  

Requirement  How NetIQ Can Help  

7. Restrict access to 
cardholder data  

 

• Delegate administrator rights to establish file 
and directory permissions.  

• Alert on failed administrator/user access and 
AD/Group Policy object changes.  

• Publish data control policies; track receipt and 
test understanding.  

8. Assign a unique ID to each 
person  

 

• Report on user names across domains to ensure 
uniqueness.  

• Verify that user accounts are protected by 
strong passwords or smart card authentication.  

• Delegate administrative rights to set up user 
account properties.  

• Allow users to manage their own Windows 
passwords.  

• Report on user account activity, like last login.  

Implement Strong 
Access Control 
Measures  

9. Restrict physical access to 
cardholder data  

 

• Develop, distribute and enforce security 
policies on restricting physical access.  

10. Track and monitor all 
access to network resources 
and cardholder data  

 

• Generate reports to verify auditing is enabled.  
• Analyze event logs in real-time, then archive 

for trending and forensics reporting.  
• Log and report on AD changes.  
• Monitoring actions taken by privileged users, 

as well as the creation/deletion of system 
objects.  

Regularly Monitor 
& Test Networks  

 

  

11. Regularly test security 
systems and processes 

• Continuous monitoring of critical files and 
directories with alerting on changes.  

• Real-time notification of host-based threats and 
optional remediation.  

Maintain an 
Information Security 
Policy  

12. Maintain a policy that 
addresses information 
security  

 

• Built-in written security policies to define 
acceptable usage for IT assets and disaster 
recovery.  

• Real-time monitoring and alerting for security 
incidents.  

• Facilitates rapid incident response via 
workflow and knowledge base.  

 
 



12     White Paper 

About NetIQ Corporation 

A World Leader in Systems and Security Management 

NetIQ delivers business-critical solutions to assure, analyze and optimize the performance, 
availability and security of your IT infrastructure. 

Only NetIQ supplies the best-of-breed tools you need to Work Smarter—to manage and secure your 
critical infrastructure investments, such as servers, databases, web sites, email, voice and video and 
mission-critical applications. Not only can we help you customize and refine your Systems 
Management and Security Management controls to fit your particular environment, but we can also 
provide critical insights into your web site performance. 

Focused on providing you with the competitive advantage necessary to survive and thrive in today’s 
chaotic business environment, NetIQ offers a complete range of easy-to-deploy, cross-platform 
solutions—from our industry- and market-leading Windows Systems Management solutions to our 
solutions for Linux and UNIX; and from our integrated Security Management products to our award-
winning WebTrends Web Analytics tools. 

NetIQ counts more than 4,000 of the world's leading enterprises as key customers. In addition, our 
partnerships with industry leaders, such as Microsoft, IBM, HP and Dell, give NetIQ a unique 
advantage in the global marketplace. With customer-proven solutions and strong relationships, NetIQ 
delivers the tools you need to reduce your risk and deliver value from day one. 

To learn more about NetIQ, visit us online at www.NetIQ.com. 


