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Definition Regulation

* Regulation:

— Is the controlling mechanism that one applies
to humans and/or communities by applying
rules and/or restrictions
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Why regulations?

* Protection of confidential information
— Trade secrets
— Intellectual property
— Etc.

* Protection of public welfare
* Accountability of CEO/CFO
* Give costs to one benefits to others

» Proof integrity of financial reports = | /o izes 7s convims
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How to comply to regulations?

— |
— |
|
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Compliant for?

 WBP (wet bescherming
persoonsgegevens

o Sarbanes-Oxley
 PCI-DSS
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What is the challenge?

 Higher management responsible for compliancy
— Reporting has been outsourced to IT staff

o IT staff not equipped with the right tools to deliver
reporting

« Compliancy is not core business to company

« Qutsourcing is not the solution

e
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Example NEN7510

* Regulation for the Dutch Healthcare
System

« Active for the EPD (Elektronisch
patiéntendossier)
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Example NEN7510

e (Calculation
— NEN7510 contains 108 technical controls to be checked

— Let’s take 100 applications, operating systems and
network components available

— Let’s assume that 10% of technical controls applies to
Infrastructure components

— Each check takes 5 minutes to control

10%*108*100*5=5400 minutes = 90 hours EVERY TIME
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How to do it then?

e Use tooling for IT compliancy
— Safes time
— Regular and consequent reports
— Same format
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How NetlQ supports compliancy
to regulations

* NetlQ Secure Configuration Manager

— proactively helps companies assess system
configurations against best practices to
comply with corporate and regulatory policies
and to manage information security risk. This
allows them to correct misconfigurations and
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NetlQ Secure

Configuration Manager @ User Entitlement Reporting
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Add workstations to domain

Back up files and directories
Bypass traverse checking
Change the system time

Create a token object

Create permanent shared objects
Debug programs

Increase scheduling priority
Load and unload device drivers
Lock pages in memory
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Automated entitlement reporting streamllnes reviews,
helping to maintain up-to-date access privileges and to
demonstrate compliance.

Restore files and directories
Shut down the system
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Automated reporting of system changes enhances change controls
and helps identify the causes of problems.
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Documentation and tracking of compliance exceptions ensures risk
Is properly managed in alignment with the business.




Additionally

* VigilEnt Policy Center (VPC) is the most comprehensive solution for
developing, tracking, and reporting on corporate governance documents.
This solution includes policies, standards, and procedures from any
department including Compliance, Human Resources, Information
Technology, Legal, and Physical Security.

* A successful VPC implementation provides increased levels of employee
awareness and results in raising corporate compliance to applicable laws,
regulations, and guidance that affect organizations in any industry.

“Having a common single point for policy creation, compliance,
assessment, enforcement and awareness training will significantly
Improve security management by providing a security foundation which

can comprehensively manage the entire enterprise’s IT risks.”

— Roberta Witty, Gartner.
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Policy Life Cycle using VPC

Publish

o targeted users and groups for 7
specified time period

Review - Comment
By specific users assigned to policy

Create - Import - Modif
Templates, Libraries, Existing Content

violations

Search
Find specific policy guidance

Review

accessible for later review
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More Info

e http://www.netig.com/solutions/requlatory/
default.asp

e Www.icomply.nl
e March 4, 2010 extensive seminar on
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Questions?
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