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Foreword

In the technology-centric environment in which we work today, the ability to manage 
information risks is yet another critical requirement for business success. Creating an even
more challenging environment, the government regulates almost every aspect of running
a business. These two issues combine to create substantial responsibilities on the part of
business executives and information technology professionals.

From the Health Insurance Portability and Accountability Act (HIPAA) and the 
Sarbanes-Oxley Act in the United States to various international privacy and security laws,
regulations have quite a grip on information technology—and that grip appears to be 
getting tighter. What used to be a concern only for corporate legal counsel and network
administrators has grown to also be the focal point of executive and 
boardroom discussions.

The government is mandating what would otherwise be general information technology
best practices to force businesses to protect customer information and prevent corporate
misdeeds. Businesses are often expected to have effective information security 
infrastructures in place—and the task of implementing such an infrastructure is not simple.
These new government regulations have ushered in a new era for running a business.

Information technology professionals and business executives are now faced with many
questions about how to effectively manage information technology and stay out of legal
trouble. General information security safeguards that are put in place and revisited once a
year for the sake of compliance are not an effective way to manage these new regulatory
challenges. Information security products in and of themselves are not the only solution
either. What is required is a strong combination of policies, business processes, and 
technologies that are understood and supported not only by the executives and informa-
tion technology staff but also by every employee. This recipe for success, combined with
recent information security product innovations, has made the process of getting people
and technology to work together to improve information security much easier.

Business executives and information technology professionals that embrace a philosophy
and culture of information security and lead by example can and will be successful during
these challenging times of trying to balance compliance with information risks and 
business goals. Fortunately, positive side effects of solid information security leadership
are enhanced information risk mitigation and ongoing government compliance.

One of the best ways for organizations to manage these issues and implement proper
solutions is to educate themselves. However, with so many scattered resources 
available, it is difficult to sort through them to discover what really needs to be done. 
In this guide, Rebecca Herold has done an excellent job of presenting the essential 
information required. Her coverage of what information technology professionals and 
business executives really need to know and her practical solutions are worth their 
weight in gold.

Kevin Beaver, CISSP
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The Executive’s Guide to Assuring Compliance

In today’s integrated, regulated, litigated environment, it is necessary to provide assurance
to customers, business partners, regulators, and sometimes even the courts that you
have done your due diligence in securing your IT infrastructure. New and updated United
States laws are increasingly making corporate management responsible for ensuring 
compliance, as companies face substantial fines and penalties for not doing so. Existing
and emerging global security and privacy laws and regulations make keeping up with
multinational compliance requirements imperative.

Organizations must have a business-based security framework built upon leading practices
that not only allow compliance with policy and regulations but also provide a way to 
proactively identify risks, document compliance gaps, and report the state of the current
security environment. The security framework must provide a sustainable process that
allows for ongoing management of risks and compliance and must be built upon leading
practices, accepted standards, contractual requirements, and applicable laws.

Basing Security upon Service Management

Security should be part of the larger information management process and strategy and
should be service management based. This epitome is accomplished through the creation
and implementation of a shared security service implementation program and framework
composed of

• Security architecture—The governance for security through which 
organization-wide policies are created and maintained

• Operational management—How and what the security and compliance areas 
do to offer security services throughout the organization to implement 
information security governance

• Certification and verification—A structured framework through which 
governance is implemented and ensured throughout the organization’s 
business units

Executives must implement information security programs and demonstrate due 
diligence for how their organizations’ processes information. Executives and board
members are ultimately accountable for ensuring compliance, and face penalties,
including fines and jail time, for non-compliance.
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Inadequate Security Programs Put Executives at Risk

Executives have increasing exposure to information security risks as technology 
advances and new laws and regulations are implemented. Executives are susceptible 
to risks such as

• Not being aware of existing risks within the organization and not knowing which risks 
are most significant

• Failure to create, support, and communicate an adequate and effective security culture 
and control framework to meet business needs

• Failure to effectively delegate responsibilities for risk management throughout all levels 
of the organization

• Failure to detect where security weaknesses exist within the organizational 
business units

• Failure to successfully monitor risk management activities to ensure compliance 
with policy

Making Security a Business Responsibility

Information security must be viewed as a business responsibility and must be shared by
all members of business management. It is most effective to incorporate security
throughout the business units by creating a security management oversight council to
ensure that there is clear security direction and apparent management support for 
security initiatives. Such a council should promote and enhance security within all 
business processes by applying appropriate commitment and adequate resources.

Effective IT governance that includes information security will enable the enterprise to 
use information in the most efficient and effective way possible, which will ultimately
increase business benefits, put the organization in a position to take advantage of 
emerging opportunities, and enable a company to gain a competitive advantage.

Compliance Completeness

Many organizations develop software tools for network monitoring or to perform security
activities internally in an effort to save money and avoid purchasing vendor products.
Dependence upon such in-house–created tools and related procedures may seem cost
effective for determining the effectiveness of security controls, but usually such tools tend
to address security risks in a patchwork fashion, do not provide a big-picture view, leave
compliance gaps, and do not consider all risks. IT environments are continually changing,
and new security risks and threats can occur at any time. Security tools must be able to
address such challenges.
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The amount of effort applied to implementing a safe and secure working environment
should be based on how much of an impact security problems can have upon your 
business. However, implementing adequate and effective security does not necessarily
mean investing large amounts of time or expense. For example, making the effort to raise
awareness, identify security risks, and taking prudent precautions for IT practices and
processes is achievable with significantly less effort when following a thoughtful 
compliance plan. Implementing the accompanying technical safeguards for the identified
risks can be more complex and expensive. Thus, it is important for organizations to rely
upon and implement proven products from reputable suppliers, and, when necessary, 
call experts for advice. It is important to remember that all these security efforts are not
something that should be done once; they require constant and continuous attention.

Establishing a Security Compliance Management Framework

An overall compliance-management framework must include needs assessment, 
design, metrics, evaluation, and ongoing sustainable value. The implementation of a 
compliance-management framework must move from being a project to being a 
sustainable business process.

Establishing a Central Security Management Area

A central security management area will ensure compliance projects and processes are
operationalized throughout all business units. Suitable security management leadership
must be established to approve the information security policy, assign security roles, and
coordinate the implementation of security throughout all areas of the organization. This
security management area should also serve as a source of specialized information 
security knowledge and advice for the organization. 

The central security management area should develop contacts with external security 
specialists (such as consultants, professional organizations, industry peers, and so on) 
to keep up with leading practices, industry trends, assessment methods, and new and
emerging regulatory requirements as well as provide suitable liaison points when dealing
with security incidents. Information security should be approached as multi-disciplinary.
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Creating a Security Charter

A charter for the security function should be established by the central security 
management area and visibly endorsed and supported by senior management. The charter
should outline the responsibility, authority, and accountability of the IT security function.
The charter should be reviewed periodically to ensure that the independence, authority,
and accountability of the IT security function are maintained. The charter should require
the creation, implementation, and maintenance of a management framework to govern
information security within the organization in a way that is best suited for business and
supports business goals.

Designating a Distributed Security Implementation Group

Identify key personnel within each of the business units and operational areas to be
responsible for performing specific security activities that are crucial to your security 
program success. Train the personnel to efficiently and effectively perform the activities.
Explain how the activities support the business and help to meet business goals. This
group should also act as a central advisory committee to provide recommendations to 
the security management area for the purchase, strategy development, and deployment 
of new security and controls equipment, software, and training based upon business
needs and processes. The members of the group must be aware of the products currently
available as well as the emerging technologies that may affect the viability of current 
products or purchases.

Identifying Major Compliance Issues

Compliance involves following the requirements of the laws, regulations, and 
contractual arrangements to which the business process is subject. Management must
ensure that appropriate procedures and systems are in place to determine whether 
personnel understand the implemented policies and procedures and that the policies and
procedures are being followed.
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Defining Information Assets

Organizations must know what information assets they own or manage. Assets 
must be identified in order to establish controls to secure them. After all, if you don’t
know what you are protecting, how can you possibly protect it? Creating an inventory of
information assets will help ensure that effective asset protection takes place. Establishing
an inventory may also be required for other business purposes, such as health and safety,
insurance, or financial asset management reasons.

Defining and Selecting Information Security Controls

Security controls are implemented to protect the confidentiality, integrity, and availability
of information resources. Confidentiality controls help prevent unauthorized disclosure of
information. Integrity controls help prevent unauthorized modification of information and
systems. Availability controls help to ensure that uninterrupted access to information and
IT resources is provided.

After identifying information assets, risks, and security requirements, select and 
implement controls to reduce risks to an acceptable level. Some controls are not 
applicable to every information system or environment and might not be practicable for all
organizations. Controls should be selected based on the cost of implementation in relation
to the risks being reduced and the potential losses if a security breach occurs. Also take
into consideration non-monetary factors such as loss of reputation and applicable laws.

Documenting the Compliance and Risk Management Process

A critical component of creating the security management framework and supporting
processes is identifying business and security requirements. To accomplish this, assess
risks to the organization and identify compliance requirements. The risk assessment will
identify threats to assess and evaluate as well as enable an organization to estimate 
vulnerability to and likelihood of threat occurrence and potential impact to the organization.
Identify the legal, statutory, regulatory, and contractual requirements that the organization
has with trading partners, contractors, and service providers. Identify all principles, 
objectives, and requirements for information processing within the organization that exist
to support operations. With this information, and the previously performed tasks, 
document the compliance and risk management process.
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Creating an Operationalized Compliance Framework

An organization must know partner and customer contracts and related security issues. 
To ensure internal compliance, the organization must communicate security charter and
security program components continuously through a sustainable ongoing framework.
And, very important but often overlooked, an organization must monitor and evaluate 
policy and control effectiveness. To enable these measures, an organization must:

• Establish a full security policy life cycle

• Manage policies using a consistent, sustainable, and automated life cycle

• Ensure that policies evolve to counteract the continually adjusting landscape of 
regulations and threats to the enterprise

• Establish communication paths within the business units to ensure that all 
issues are covered by the policies and that the requirements support business 
functions appropriately

• Monitor and evaluate policy and control effectiveness

There are a growing number of laws and regulations that include requirements for 
organizations to provide security controls and demonstrate compliance assurance.
Regulations—such as the United States’ Health Insurance Portability and Accountability
Act (HIPAA), the United States’ Gramm-Leach-Bliley Act, the United State’s Sarbanes-
Oxley Act, California regulation SB1386, the European Union’s Data Protection Directive,
Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA), South
Africa’s Prevention of Organized Crime Act of 1998, and South Africa’s Financial
Intelligence Centre Act 2001—are examples of just a few of the laws that require 
organizations doing business under the regulation’s jurisdictions to implement very
specific security and privacy controls. Most regulations advise using generally accepted
standards to implement the controls.

Determining What These Regulations and Standards Mean to Organizations

Regulatory requirements and standards impact all areas of an organization. There must be
an effective framework in place to ensure that all organizational areas understand and
comply with the requirements as they are applicable to each business unit. The centralized
security management area, in partnership with the organization’s legal team, must keep
up to date with all laws and regulations that apply to the organization, and use them as
input to the business case justification for security and controls compliance (as well as
input to the business impact analysis and other planning processes). 
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A process should be in place to communicate new and updated regulations and 
standards effectively, efficiently, and expeditiously throughout operational management.
This process will more easily and effectively be accomplished by using the information
security oversight council and the distributed information security group.

Regulations can not only have a profound impact on organizations through noncompliance
fines, penalties, and resulting bad publicity and damaged reputation but also provide the
leverage to help sell security throughout the organization. Because regulations often 
reference the use of best practices and standards, they can be used to promote standards
based upon widely accepted practices such as International Standards Organization (ISO)
17799 and Control Objectives for Information and related Technology (COBIT) for IT 
governance and controls. In fact, the United States Federal Trade Commission (FTC) had
reportedly stated that it considers the Gramm-Leach-Bliley Act Safeguards Rule a standard
of due care that would apply to even non-financial companies. By implementing 
controls based upon regulatory requirements and international standards, 
organizations will realize positive business operational benefits.

Determining Acceptable Risk and Choosing Appropriate Controls

Determine which information and IT assets are at risk and prioritize them for remediation.
Address the vulnerabilities on the most critical assets with the highest impact 
vulnerabilities that are most at risk because of the likelihood the vulnerability may be
exploited is high. You must prioritize the order of addressing risks by risk level. After 
prioritizing the risks, along with the systems or applications that need to be fixed, begin
the remediation process. Assess risks to satisfy the business requirement of supporting
management decisions by reaching IT goals. Respond to threats by reducing complexity,
increasing objectivity, and identifying important decision factors.

Creating a Sustainable Policy Management Process

Security and control policies are living documents and must be managed as such. 
Many organizations make the mistake of issuing policies, then never, or not often enough,
reviewing them to determine the new regulatory requirements, contractual requirements,
business process changes, or others issues that necessitate policy modifications.
Determining the effectiveness of policies, and when policies must be updated, requires
the cooperation and involvement of all business unit leaders in addition to the information
security oversight council and distributed information security group.

For more information about ISO 17799 and COBIT, see www.iso.ch and 
www.isaca.org/cobit.htm, respectively.
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Using the security policy life cycle approach will help ensure that the policy management
process is comprehensive and addresses all functions necessary to create an effective
policy. Effective policy management will lead to a greater understanding of the policy
development process through the definition of discrete roles and responsibilities, through
enhanced visibility of the steps necessary in developing effective policies, and through the
integration of disparate tasks into a cohesive process that aims to generate, implement,
and maintain policies.

Developing a Knowledge-Driven Compliance Framework

The security controls and compliance framework must have built-in security, controls, and
contractual and regulatory knowledge to be effective. This framework can be developed by
mapping the standards, regulations, and contractual requirements to the framework
model. Doing so will enable more successful and sustainable compliance and help the
organization keep up with new and changing regulations, laws, technology, and contracts.

The framework must also provide and sustain knowledge of the organization’s current
security environment and activities being done to address risks. The organization must
respond rapidly to protect the enterprise business environment and IT architecture and
ensure compliance. There must be a capability to quickly and easily document and report
the current risk environment, responsibilities for addressing risks, compliance timeframes,
and associated controls.

The organization must know partner and customer contracts and related security issues.
To ensure internal compliance, organizations must communicate the security charter, 
personnel, requirements, and program components continuously through a sustainable
ongoing framework. And, very important but often overlooked, an organization must 
monitor and evaluate policy and control effectiveness.

Security controls must be certified as being compatible with existing security policy, 
procedures, and business objectives. The security management area must also be
involved to review the process or system to ensure that it is adequately addressing 
security threats and risks. Following certification, and at regularly scheduled times 
following implementation, the process or system should undergo a review to verify the
controls are still processing appropriately and that the documentation for the tests and
controls during the certification process are sound.
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Summary

All levels throughout an organization must view security and accompanying controls as a
shared service implementation program. One area cannot ensure effective and efficient
security and controls throughout an organization. To ensure successful compliance, use
the following guidelines as a general compliance assurance roadmap:

• Communicate the security architecture throughout all operational areas of business 
management within the organization.

• Operational management must ensure that all controls are implemented throughout 
every business unit.

• New and updated operations and systems must be certified and verified to ensure that 
adequate and effective controls and security are implemented prior to moving into 
production.

• Monitoring and review processes must be established to ensure that security and 
controls are still effective and adequate.

• Compliance must be documented to show that the controls implemented adequately 
and appropriately address requirements and risks.

• Security metrics must be used to evaluate level of success with security efforts and to 
identify gaps with contractual and regulatory requirements.

• Exceptions, incidents, and remediation activities must be identified and remediation 
plans must be followed to keep the organization in compliance.

There must be a full understanding of IT governance and security and control issues at 
all levels of the organization, and awareness and formal training is vital to ensuring this
understanding. IT processes must be aligned with the business and with the IT strategy
and there must be a clear understanding of business goals and processes supported 
by defined controls. With these factors in place, an organization can be assured 
of compliance.
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The Executive’s Guide to Assuring Compliance offers just a glimpse of the issues that

you, as an executive, face in terms of security and compliance for your organization.

Register today to receive the entire series of Executive Guides to Compliance and

Security Risks.

These informative books will provide you with expert advice on how to assure 
compliance, secure your assets and manage risks associated with your IT infrastructure. 
The series includes:

Book 1:The Executive’s Guide to Assuring Compliance 

Book 2:The Executive’s Guide to Securing Assets

Book 3:The Executive’s Guide to Managing Risks 

Register today at www.netiq.com/go/execguide to download the full series of 
Executive Guides and discover how to implement effective security information programs
that protect your organization. 



Contacts

Worldwide Headquarters
NetIQ Corporation
3553 North First Street
San Jose, CA 95134
713.548.1700
713.548.1771 fax
888.323.6768 sales
info@netiq.com
www.netiq.com

NetIQ EMEA
+44 (0) 1784 454500
info@netiq.com

NetIQ Japan
+81 3 5909 5400
info-japan@netiq.com
www.netiq.com/japan

NetIQ Australia & New Zealand
61 (0) 2 9925 2100
www.netiq.com/au

For our offices in Latin America & Asia Pacific, 
please visit our web site at www.netiq.com/contacts

© 2004 NetIQ Corporation, all rights reserved. All other company and product names may be 
trademarks or registered trademarks of their respective companies. PG50108EGAC    MD 1204

 


