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Foreword

In the technology-centric environment in which we work today, the ability to manage 
information risks is yet another critical requirement for business success. Creating an even
more challenging environment, the government regulates almost every aspect of running
a business. These two issues combine to create substantial responsibilities on the part of
business executives and information technology professionals.

From the Health Insurance Portability and Accountability Act (HIPAA) and the 
Sarbanes-Oxley Act in the United States to various international privacy and security laws,
regulations have quite a grip on information technology—and that grip appears to be 
getting tighter. What used to be a concern only for corporate legal counsel and network
administrators has grown to also be the focal point of executive and 
boardroom discussions.

The government is mandating what would otherwise be general information technology
best practices to force businesses to protect customer information and prevent corporate
misdeeds. Businesses are often expected to have effective information security 
infrastructures in place—and the task of implementing such an infrastructure is not simple.
These new government regulations have ushered in a new era for running a business.

Information technology professionals and business executives are now faced with many
questions about how to effectively manage information technology and stay out of legal
trouble. General information security safeguards that are put in place and revisited once a
year for the sake of compliance are not an effective way to manage these new regulatory
challenges. Information security products in and of themselves are not the only solution
either. What is required is a strong combination of policies, business processes, and 
technologies that are understood and supported not only by the executives and informa-
tion technology staff but also by every employee. This recipe for success, combined with
recent information security product innovations, has made the process of getting people
and technology to work together to improve information security much easier.

Business executives and information technology professionals that embrace a philosophy
and culture of information security and lead by example can and will be successful during
these challenging times of trying to balance compliance with information risks and 
business goals. Fortunately, positive side effects of solid information security leadership
are enhanced information risk mitigation and ongoing government compliance.

One of the best ways for organizations to manage these issues and implement proper
solutions is to educate themselves. However, with so many scattered resources 
available, it is difficult to sort through them to discover what really needs to be done. 
In this guide, Rebecca Herold has done an excellent job of presenting the essential 
information required. Her coverage of what information technology professionals and 
business executives really need to know and her practical solutions are worth their 
weight in gold.

Kevin Beaver, CISSP
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The Executive Guide to Managing Risks

Every organization has a mission. Most, if not all, organizations use information technology
(IT) to process their information in support of their missions and reaching their business
goals. Managing risks associated with the information and supporting technologies is a
critical factor in successful organizational mission realization.

Executive management must visibly and actively support the IT security risk management
component of the complete business risk management process. This sponsorship is vital
to ensure that stakeholders do not resist or undermine efforts to use risk management to
make the organization more secure and protect the health of the organization. Without
this clear executive sponsorship, personnel tend to disregard the directives, policies, and
procedures for how to perform their job responsibilities and duties in a secure manner to
protect information and technology assets.

Highly publicized incidents, such as the Enron collapse and the Tyco tax evasion 
investigation, have resulted in making risk management a requisite management activity
within all business enterprises. Managing risk through the use of effective risk 
management frameworks will ensure efficiency and comprehensive risk consideration.
Effective risk management frameworks describe an organization’s specific set of functional
business activities and associated definitions that specify the processes that will be used
to manage risks.

Managing Risk Throughout the Organization

The objective of managing organization risk is carried out by a specified set of processes
defined in a risk management framework. The objective is supported by the organization’s
risk management system and defined within roles and responsibilities.

Organizations must direct and manage IT activities to reach an effective balance between
managing risks and realizing business benefits. All business activities are performed under
some degree of risk. Effective business management that incorporates information 
security risk management will help to avert threats and reduce potential harm to the
organization.

Risk management should be a line management function not a staff function. It is 
a management activity and is integral with decision-making. As Peter Drucker, 
celebrated “father of modern management” puts it, “a decision that does not
involve risk, probably is not a decision.”
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Key indicators of effective risk management activity in an organization are:

• Visible support and commitment of senior management
• Risk controls and programs that are ubiquitous in the organization and well understood
• A documented risk profile that establishes priorities for modifying risk controls
• Effective risk communication for employees and other stakeholders
• Monitor and review of performance indicators of the organization’s risks
• Knowledge and documentation of all legal and regulatory requirements
• An ongoing, repeatable process that is integrated into the organization’s culture

Who Are Your Stakeholders?

The first step in addressing the organization’s information security risks is to identify the
key business stakeholders. Stakeholders can be any person, group, or entity that can
place a claim on the organization’s attention, resources, or output or that is affected by
that output. Stakeholders in a corporation are those persons or entities that bear some
form of risk as a result of having invested some type of capital—human or financial—that
is placed at risk as a result of the organization’s activities or have regulatory authority over
that organization. Stakeholders may be internal or external.

What Are Your Value Drivers?

As defined by the Committee of Sponsoring Organizations (COSO) of the Treadway
Commission within their Enterprise Risk Management (ERM) framework, a value driver 
is “a measure of the strategies, processes, activities, or assets that create value and
whether they are being utilized in a manner that creates sustainable value.” Typical 
stakeholder value drivers include increasing revenue growth, lowering the cost structure 
of the business, and ensuring the continuity of operations.

Defining Vulnerability and Threat 

Vulnerabilities are weaknesses associated with organizational assets. Vulnerability is a 
condition or set of conditions that may allow a malicious or accidental threat to affect an
asset, either with greater frequency, greater impact, or both. A vulnerability that cannot 
be exploited by a threat is not harmful to the asset. Vulnerability is a characteristic of an
information asset or group of information assets that can be exploited by a threat.

A threat is the potential cause, in one of many forms, of an unwanted event that may
result in harm to information assets. Threats can be acts of nature, intentional or 
accidental. A threat could result in destruction of an asset, corruption or modification of 
an asset, theft, removal or loss of an asset, disclosure of an asset, use or acceptance of
an illegal asset, or interruption of services.

If a threat can trigger a vulnerability, the system is at risk. A threat would need to exploit
the vulnerability in order to successfully cause harm.

 



Defining Risk

According to the ISO/IEC (2002) Guide 73, risk is defined as a “combination of the 
probability of an event and its consequences” and a “combination of the extent to which
an occurrence of a particular set of circumstances is likely to occur and its outcome.” Risk
is the potential that a given threat will exploit vulnerabilities to cause loss or damage to an
asset or group of assets, and directly or indirectly affect the organization. The security risk
level is determined from the combination of the asset values and assessed levels of 
related threats and associated vulnerabilities.

Organizations must manage risks and safeguard their operations to effectively manage and
protect information assets. Some risks cannot be avoided completely; there will always 
be some residual risk. The risk remaining after the implementation of new or enhanced
controls is the residual risk.

Identifying Assets at Risk

Assets include all the information and supporting items that an organization requires to
conduct business. Examples of such assets include, but are not limited to:

• Information or data such as files containing payment details, voice records, image files,
product information, manuals, and continuity plans

• Paper documents such as contracts and completed forms
• Software such as system software, application software, development tools, and utilities
• Physical equipment such as computer and communications equipment, magnetic media,

other technical equipment such as medical equipment and environmental equipment, 
and furniture

• Services such as computing and communications services, service providers, 
and utilities

• People and their knowledge, including technical, operational, marketing, legal, and
financial experts; contractors and consultants; and outsourced providers

• Image and reputation of the organization

Identifying Asset Values and Impacts

Organizations need to know asset values in order to identify the appropriate protection for
assets and to determine the importance of the assets to the business. These values can
be expressed in terms of the potential business impacts of negative events affecting loss
of confidentiality, integrity, and/or availability. Potential impacts include financial losses and
loss of revenue, market share, or image.
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Practically no IT system is risk free, and not all implemented controls can eliminate
the risk they are intended to address or reduce the risk level to zero.
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The dependencies of assets on other assets must also be considered because this
dependence influences the values of the assets. For example, a seemingly less-important
information system may require more protection if another mission-critical information 
system depends on the less important system’s results.

What Is an Information Security Event?

In the context of information security risk, events are basically bad occurrences or 
incidents that cause trouble for business information and/or technology. An event is an
incident or situation that occurs in a particular place during a particular interval of time.
Information security events that are likely to be common across many organizations
include, but are not limited to:

• Theft
• Fraud
• Malicious code attack
• Acts of nature, vandals, and terrorists
• IT component failure
• Hacking
• DoS attacks
• Unauthorized disclosure
• Breaking the law
• Breach of contract

Common Risk Reduction Models

Once an organization has identified risks, threats, vulnerabilities, assets, and impacts, a
risk reduction plan must be implemented. Many risk reduction models already exist. It will
save time for organizations to use these existing best practice examples of risk reduction
models as a basis for their own risk management framework. Additionally, executives,
especially those who don’t want to be trailblazers, will more likely support the plan if a
proven framework is used. Just a few of the existing models are discussed in the 
following sections.

Basel II

Basel II provides details for principally banking organizations to adopt risk-sensitive 
minimum capital requirements and reinforces the risk-sensitive requirements by detailing
the principles for banks to use to assess the adequacy of their capital and for supervisors
to use to review these assessments to ensure that banks have adequate capital to 
support their risks.

Basel II text can be obtained from http://www.bis.org/publ/bcbs107.htm.

 



COSO

The COSO ERM framework defines essential ERM components, discusses key ERM 
principles and concepts, suggests a common ERM language, and provides direction and
guidance for ERM.

ISO Guide 73

ISO Guide 73 provides definitions for vocabulary associated with risk management with
the intent of developing common understanding and consistent use of the terminology
throughout the world.

NIST Special Publication 800-30

The National Institute of Standards and Technology (NIST) Risk Management Guide for
Information Technology Systems provides guidelines that were created for use by United
States federal organizations and provide a foundation for the development of a risk 
management program.

Be Strategic When Managing Risk

Strategic information security risk management planning should accomplish the 

following objectives:

• Identify the specific risks the risk program will focus critical resources on 
managing. Determine the risk management capabilities (processes, investments, 
resources, and related activities) that will be required. Determine how the 
resources will be coordinated across the enterprise.

• Determine how the risk program will measure the results and demonstrate the value 
of risk management processes, investments, resources, and related activities.

• Determine the goals of the risk program. Document how the risk program will benefit 
the organization and the key stakeholders.
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The COSO guide can be downloaded from http://www.coso.org/.

The ISO Guide 73 can be purchased and downloaded from http://www.bsiglobal.
com/Environmental/Risk/pdisoiec.xalter.

NIST SP 800-30 can be downloaded from http://csrc.nist.gov/publications/nist-
pubs/800-30/sp800-30.pdf. NIST also has draft library of controls based on a sys-
tem’s sensitivity rating in NIST SP 800-53. You can view it at http://csrc.nist.gov/publi-
cations/drafts.html#sp800-53.
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Developing a well thought out strategic information security risk management plan 

will provide  many organizational benefits:

• Information gathering during strategic planning will provide an excellent opportunity to
interview and receive input from enterprise leaders while allowing them to participate in
the development of the risk program and buy into the outputs of the strategic plan.

• Enables the organization to rationalize current and future activities, investments, and
hiring plans

• Enforces professionalism and discipline around the budgeting process
• Provides a way to communicate the vision for the risk program to staff, team, partners,

management, and other key stakeholders
• Demonstrates due-diligence
• Reduces potential political decisions

Building a Risk Management Roadmap

The process of producing the risk management roadmap can be described in terms of a
series of steps.

Step 1: Identify Events

Name each risk event and briefly describe it. Use the list of information security events 
listed earlier as a starting point, then add to it based upon the unique organizational 
environment.

Step 2: Identify Assets

Start with a generic list that includes the items listed earlier. Add to this list and otherwise
modify it as necessary, the idea being to derive the assets that require protection from 
the analysis rather than the other way round (which, unfortunately, is the typical way of 
carrying out a risk assessment). Use business continuity planning, acquisition, and other 
business processes to help identify the assets.

Step 3: Identify Threats

Choose from the list of threats described earlier and add to them with organization-specific
threats as applicable.

Step 4: Identify Impacts

Start with the standard impacts described earlier and add to them with organization-specific
impacts as required.



Step 5: Produce Risk Reduction Plans

Produce a risk-reduction plan for each identified risk event. Repeat the following 
steps until all the impacts have been addressed:

• Identify the risks leading to each impact for known threats
• Identify the risks leading to each impact for unknown, but possible, threats
• Address unacceptable residual risks
• Incorporate the controls and make the control structure as functional as possible

Step 6: Follow Up and Verify that Actions Have Occurred

Once all the risk treatment plans have been developed, do some verification to ensure
that nothing has been overlooked; ensure that

• All the assets in the asset inventory have been used and risk reduction activities applied.
If any are left over, document why they were not used and remove them from the
inventory if applicable.

• All the impacts in the impact list have been addressed.
• All the threat agents in the threat list have been addressed.
• All event-impact pairs have been addressed.
• All risks are identified as being an acceptable or unacceptable risk, and document why.
• All control failures have been considered and addressed.
• All unacceptable residual risks have been addressed and identified improvements or

compensating controls have been implemented.

Summary

Risk management is a central part of every organization’s strategic management. Crucial
to  implementation of a successful information security risk management program is the
ability to  identify and protect critical information assets based upon the business mission
and goals. A  successful information security risk management program is the enabler
needed to make the  implementation successful.  

The successful management of information security projects continues to increase in
strategic  significance for the competitiveness of organizations. IT is an essential part 
of most projects.  Even traditional business processes cannot survive without electronic
data processing. The risks  connected with the implementation of IT projects constitute a
substantial part of the operational  risks within an enterprise and must be adequately and
efficiently addressed. 
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The Executive's Guide to Managing Risk offers just a glimpse of the issues that you, as

an executive, face in terms of mitigating risk for your organization. Register today to

receive the entire series of Executive Guides to Compliance and Security Risks.

These informative books will provide you with expert advice on how to assure 
compliance, secure your assets and manage risks associated with your IT infrastructure. 
The series includes:

Book 1:The Executive’s Guide to Assuring Compliance 

Book 2:The Executive’s Guide to Securing Assets

Book 3:The Executive’s Guide to Managing Risks 

Register today at www.netiq.com/go/execguide to download the full series of 
Executive Guides and discover how to implement effective security information programs
that protect your organization. 
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