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About this Book and the Library

The user guide provides conceptual and procedural information about the NetIQ Change Guardian for 
Windows product (Change Guardian). This book defines terminology and various related concepts.

Intended Audience
This book provides information for individuals responsible for understanding Change Guardian 
concepts, and for individuals installing and using this operational change control solution for their 
enterprise network. Since Change Guardian is a module of the NetIQ Security Manager product (Security 
Manager) and requires an existing installation of Security Manager, this book assumes a basic 
understanding of Security Manager concepts and procedures. For more information about Security 
Manager, see the Installation Guide for NetIQ Security Manager or the User Guide for NetIQ Security Manager.

Other Information in the Library
Change Guardian provides online Help for the Change Guardian Configuration Wizard. The Help 
provides context-sensitive information and step-by-step guidance for common tasks, as well as definitions 
for each field on each window.

User Guide

Provides conceptual information about Change Guardian for Windows. This book also provides 
an overview of the user interfaces and step by step guidance for many administration tasks.

Help

Provides context-sensitive information and step-by-step guidance for common tasks, as well as 
definitions for each field on each window.
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Conventions
The library uses consistent conventions to help you identify items throughout the documentation. The 
following table summarizes these conventions.

Convention Use

Bold • Window and menu items
• Technical terms, when introduced

Italics • Book and CD-ROM titles
• Variable names and values
• Emphasized words

Fixed Font • File and folder names
• Commands and code examples
• Text you must type
• Text (output) displayed in the command-line interface

Brackets, such as [value] • Optional parameters of a command

Braces, such as {value} • Required parameters of a command

Logical OR, such as 
value1|value2

• Exclusive parameters. Choose one parameter.
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About NetIQ Corporation

NetIQ, an Attachmate business, is a global leader in systems and security management. With more 
than 12,000 customers in over 60 countries, NetIQ solutions maximize technology investments and 
enable IT process improvements to achieve measurable cost savings. The company’s portfolio includes 
award-winning management products for IT Process Automation, Systems Management, Security 
Management, Configuration Audit and Control, Enterprise Administration, and Unified 
Communications Management. For more information, please visit www.netiq.com.

Contacting Sales Support
For questions about products, pricing, and capabilities, please contact your local partner. If you cannot 
contact your partner, please contact our Sales Support team.

Contacting Technical Support
For specific product issues, please contact our Technical Support team.

Contacting the Online User Community
Qmunity, the NetIQ online community, is a collaborative network connecting you to your peers and 
NetIQ experts. By providing more immediate information, useful links to helpful resources, and 
access to NetIQ experts, Qmunity helps ensure you are mastering the knowledge you need to 
realize the full potential of IT investments upon which you rely. For more information, please 
visit http://community.netiq.com. 

Worldwide: www.netiq.com/about_netiq/officelocations.asp

United States and Canada: 888-323-6768 

Email: info@netiq.com

Web Site: www.netiq.com

Worldwide: www.netiq.com/Support/contactinfo.asp

North and South America: 1-713-418-5555 

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netiq.com

Web Site: www.netiq.com/support
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Chapter 1
Introduction

Companies are required to spend more time and money safeguarding company assets for their customers 
and other stakeholders, such as in response to regulatory requirements or security audits. Therefore, many 
companies target Windows operating system security as a large part of their regulatory compliance efforts.

Ensuring ongoing Windows security can be challenging, requiring effective change control to make it 
manageable and auditable. Many products make auditable changes, recording changes in event logs to 
generate an audit trail. Audit logs are useful, but you may want to be alerted more quickly when some 
changes occur. For example, if an administrator is routinely using an unauthorized account to make 
changes to user accounts, you want to know so you can correct the problem.

Other changes require immediate alert and triage. For example, if an administrator adds himself to the 
system administrators group, you may wish to know immediately to prevent a potential security breach or 
policy violation. Changes to privileged objects, even when made by authorized users, can have severe 
consequences.

As an IT professional, you face a variety of challenges when trying to address the security and compliance 
needs of your organization. Some of these challenges include:

• Finding ways to use products you already own to more efficiently achieve regulatory compliance and 
manage technology risks

• Reducing the cost of administration but improving control

• Reducing superfluous alert noise from change management solutions

• Simplifying and controlling Windows and Group Policy

• Consolidating events in reports to provide at-a-glance security status

What is NetIQ Change Guardian for Windows?
The NetIQ Change Guardian for Windows product (Change Guardian) monitors in real time and 
reports on Windows changes, alerting you to unmanaged and unauthorized changes.

Evaluating Changes on Windows Computers
Change Guardian evaluates Windows changes in real time and identifies changes as managed or 
unmanaged. If the change is unmanaged, the product can notify you immediately, or at the time that you 
have configured, so you can triage the incident. The product also saves information about Windows 
changes in a secure location, making it available for reports.
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Because the product centrally collects and stores change audit events from your Windows computers, 
Change Guardian provides the information you need to generate detailed reports for auditors, managers, 
or other security professionals. Using this Windows change monitoring solution lets you more easily 
document continuous compliance, pass audits, and improve security.

Change Guardian lets existing Security Manager customers leverage ownership of that product and 
infrastructure, and plug into this Windows change-monitoring solution right out of the box.

Understanding Managed and Unmanaged Changes
Many changes occur across your Windows computers through the course of a routine day. Some changes 
are ordinary and within policy guidelines, such as adding user accounts or resetting passwords. However, 
other changes may have potentially serious consequences or violate policies, and should be closely 
monitored. 

Different organizations use various methods for change control. Some organizations require use of a 
specified change control product or require administrators to employ other policy-based controls to make 
specified Windows changes. Other organizations use native controls or have a sophisticated and formal 
change control process. Change control products help you delegate and authorize specific personnel to 
make specific Windows changes.

Managed Changes
Change Guardian defines managed changes as changes to monitored Windows objects made by users at 
the approved time using an authorized account. Authorized accounts include any account you have 
specified in the Change Guardian for Windows Global Settings Configuration Wizard. These changes 
may include creating files or modifying registry values. Change Guardian records these managed change 
events.

Unmanaged Changes
Change Guardian defines unmanaged changes as any change to monitored Windows objects made using 
an unauthorized account. An unauthorized account is any account not specified in the Change 
Guardian for Windows Global Settings Configuration Wizard. Change Guardian records a change made 
by an unauthorized account as an unmanaged change and generates an alert. 

What Change Guardian Provides
Change Guardian includes features designed to streamline the change monitoring process.

Continuous Monitoring of Windows Changes
Change Guardian lets you continuously monitor changes made to Windows objects, such as files and 
folders, file shares, registry keys and values, and processes. The product provides detailed information 
about the changes and can send real-time alerts when an unmanaged change occurs.

Change Guardian monitors changes to Windows files and folders, providing the following information:

• Who created, accessed, renamed, edited, moved, or deleted the file or folder

• What permission changes were made

• Which attributes were changed
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Change Guardian monitors changes to Windows file shares, providing the following information:

• Which file share was created

• Which file share was deleted

• What changes were made

Change Guardian monitors changes to the Windows registry, providing the following information:

• Who made the change

• What the values were before and after the change

Change Guardian monitors changes to Windows processes, providing the following information:

• Which process was started

• Which process was terminated

• Who started or stopped the process

Auditing Efficiency
Change Guardian gathers audit data without requiring you to enable native auditing. Enabling native 
auditing can create serious enterprise challenges, such as noisy alerting and increased storage 
requirements for the large amount of event data. By using a system-level approach to auditing, Change 
Guardian avoids these downfalls while capturing all event data.

Change Guardian collects audit data from each monitored computer, allowing the product to:

• Add or translate any critical information, such as converting a SID into a user name

• Consolidate multiple change events into a single piece of usable information

Extensible Filter Engine
Change Guardian makes it easy for you to customize and create new filters for monitoring computers. 
The capability to customize filters lets you use intuitive wizards to correlate related data or specify exactly 
what you want to monitor. You can also fine-tune existing Security Manager filters to view event details 
that meet your specific needs, such as Event ID, Source, and User.

Change Management Reports
Change Guardian provides Forensic Analysis reports. Detailed Forensic Analysis reports provide 
historical data for who did what on each computer Change Guardian monitors. All Forensic Analysis 
reports include the following information:

• Activity tied to a user or computer

• Type of changes

• What the changes were

How Change Guardian Helps You
The ideal solution delivers best-of-class operational change control capabilities from a single vendor. 
Change Guardian provides a number of benefits for you and your company.
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Sends Real-Time Alerts of Changes to Windows Computers
Comprehensive monitoring and real-time alerting of changes to Windows computers helps you protect 
your assets. You can configure Change Guardian to immediately send an email notification when an 
unmanaged change occurs, so you can triage and remediate the event.

Files on your computers can contain critical and sensitive business information. Using Change Guardian 
to securely monitor these files and folders lets you:

• Monitor and alert when critical files are accessed, changed, or transferred

• Easily document file change compliance for internal and external auditors

The registry is the heart of your Windows system and the key to how that system functions. Using Change 
Guardian to securely monitor the Windows registry helps you:

• Reduce the risk of unwanted or unplanned downtime

• Secure the critical information in the registry from unexpected attacks

• Create a stable and predictable environment for troubleshooting and optimal performance

Processes within Windows can play key roles, such as providing critical business services or serving as a 
threat delivery mechanism. Using Change Guardian to securely monitor processes:

• Alerts you to suspicious process activity

• Provides accountability for process changes

• Creates a stable and predictable environment for troubleshooting and optimal performance

Consolidates Logs
Native audit logs within your IT environment are often spread out across many computers and are 
difficult to distill into usable information on which you can take action. Change Guardian centralizes and 
completes the audit data, letting you:

• Instantly understand who performed what action to which object where, by automatically resolving 
SIDs and GUIDs

• Easily run compliance and forensic reports from a centralized data repository

• Easily highlight events of interest by removing duplicate and noisy events

Meets Your Notification Needs with Customizable Filters
Many computers in many organizations run the Windows operating system, but each IT environment is 
unique. The ability to create and customize new content:

• Ensures you are monitoring what is important to your business

• Ensures you have the right level of data from your monitoring solution

• Aids you in complying with industry-specific and government regulations
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Audits Changes with Detailed Reporting
Change Guardian provides data for Summary and Forensic Analysis reports to help you track the changes 
in your environment. The product Summary reports:

• Provide key documentation for demonstrating regulatory compliance

• Give an overview of the changes in your environment needed by both internal and external auditors

The Forensic Analysis reports let you quickly cull through event data and:

• Track changes on sensitive computers and tie the changes back to a specific user

• Zero in on details of specific changes

• Provide key documentation for demonstrating regulatory compliance
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Chapter 2
Installing and Configuring Change 
Guardian

The topics in this section guide you through the planning, requirements, installation, and configuration 
of Change Guardian on Security Manager in a configuration group.

Implementation Checklist
Use the following checklist to install and configure Change Guardian in your environment.

Checklist Items

1. Ensure you have upgraded your environment to a supported version of Security Manager. For 
more information, see “Hardware and Software Requirements” on page 8.

2. Plan your Change Guardian installation, including selecting the central computer on which to 
install Change Guardian. For more information, see “Planning Considerations” on page 8.

3. Log on to the appropriate central computer with an account that has the required permissions 
for installation. For more information, see “Installation Permissions” on page 9.

4. Install Change Guardian. For more information, see “Installing Change Guardian” on page 10.

5. Review the Change Guardian default global settings and make any necessary changes. For 
more information, see “Understanding Global Settings” on page 15.

6. Add the computers you want to monitor to the Change Guardian for Windows Computer Group. 
For more information, see “Selecting Computers to Monitor” on page 13

7. Configure the filters and filter groups for Change Guardian to use when monitoring your 
managed computers. For more information, see “Understanding Filters and Filter Groups” on 
page 16.

8. If you want to monitor Windows computers that do not already have Security Manager 
agents installed, deploy agents to those computers. For more information, see “Deploying 
Security Manager Agents” on page 12.
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Planning Considerations
This section provides hardware and software requirements, details of supported configurations, 
permission requirements for installing and using Change Guardian, and other information necessary for 
planning your Change Guardian environment.

Hardware and Software Requirements
Change Guardian requires an existing installation of Security Manager 5.6 SP 1 or later. Ensure you 
upgrade your Security Manager environment before you install Change Guardian. 

The Change Guardian components do not require a significant amount of memory or hard drive space. 
You do not need any additional hardware to run Change Guardian in your Security Manager 
environment.

For more information about Security Manager hardware and software requirements, see the Installation 
Guide for NetIQ Security Manager.

Managed and Unmanaged Computer Requirements
Managed and unmanaged computers that you want to monitor with Change Guardian must be in the 
same configuration group. The system requirements are the same as those for Security Manager Windows 
managed and unmanaged agent computers. For more information about Security Manager Windows 
agent system requirements, see the Installation Guide for NetIQ Security Manager.

Change Guardian currently supports monitoring files and processes on Windows XP and Windows 2000 
computers. However, it does not support monitoring file shares or registries on Windows XP and 
Windows 2000 computers.

Change Guardian checks the operating systems running on the managed computers in its configuration 
group. If any of those computers are running unsupported operating systems, Change Guardian returns 
an error and does not monitor them.
8 User Guide



Permission Requirements
The following sections describe the permissions needed for installing Change Guardian, for the Change 
Guardian service account to run, and for users to perform tasks in the Security Manager Control Center 
(Control Center) and other Security Manager user interfaces.

Installation Permissions
To install Change Guardian, you must be able to log on to the Security Manager central computer with 
an account that:

• Is a member of the Administrators local group

• Is a member of the Security Manager OnePointOp ConfgAdms group

• Is a member of the Microsoft SQL Server sysadmin role on the database server and each log database 
server

For more information about Security Manager accounts, see the User Guide for NetIQ Security Manager.

Service Account Permissions
The Change Guardian server is a Windows service that periodically:

• Retrieves Security Manager computer group information from the Security Manager OnePoint 
database

• Retrieves Active Directory user group information from the Active Directory server

• Updates the Change Guardian configuration data in the Security Manager OnePoint database

When you install Change Guardian, you must specify a service account for Change Guardian to use. The 
Change Guardian service must run under an account that:

• Has Log on as service rights

• Is a member of the SQL Server Security Logins group with permissions to the Security Manager 
OnePoint database server

• Is a member of the Security Manager OnePointOp ConfgAdms group

• Has permissions to access the Active Directory server

User Permissions
To use the Configuration Wizard to specify global settings for Change Guardian and to set up filters and 
filter groups, your user account must be a member of the Security Manager OnePointOp ConfgAdms 
group.

To access Forensic Analysis in the Control Center, your user account must be a member of the Security 
Manager OnePointOp Reporting group. To access alert and event views in the Control Center, your user 
account must be a member of the Security Manager OnePointOp Users group.

Some tasks within the Control Center require membership in other Security Manager OnePointOp 
groups. For example, to suspend an alert, your user account must be a member of the Security Manager 
OnePointOp Operators group. For more information about user groups and permissions, see the 
Installation Guide for NetIQ Security Manager.
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Supported Configurations
You must install the Change Guardian components on a Security Manager central computer that has 
access to the Security Manager OnePoint database.

Each Change Guardian server supports only one Security Manager configuration group per Security 
Manager agent. If you have two configuration groups that monitor the same agent, Change Guardian uses 
the filter groups for the configuration group that was deployed most recently. For more information about 
configuration groups, see the User Guide for NetIQ Security Manager.

Licensing
Change Guardian uses the Security Manager license mechanism. When you install Change Guardian on 
an existing Security Manager central computer, the module installer applies an additive Change Guardian 
license. A Change Guardian license enables only the Security Manager self-monitoring module and the 
Change Guardian module.

Evaluating Change Guardian
You can install Change Guardian in a test environment or in your production environment. The default 
trial license key that is provided in the installation kit allows you to install and use the full product 
for 30 days. To continue using the product after the trial period expires, you must obtain a production 
license from your NetIQ Sales or Technical Support representative.

If you choose to install the product in a test environment, you can export your Change Guardian filter 
groups from your test environment and then import them to another central computer in your 
production environment.

Installing Change Guardian
This section describes how to install Change Guardian in your Security Manager environment.

To install Change Guardian:

1. Log on to a Security Manager central computer using an account that has the required permissions. 
For more information, see “Installation Permissions” on page 9.

2. Close all open applications.

3. Run the setup program from the root folder of the Change Guardian installation kit.

4. Click Begin Production Setup. The setup program verifies a supported version of Security Manager 
is installed, the Security Manager services are running, and your account has the required 
permissions.

Note
If you want to save filter groups you created in your test environment for use in your production 
environment, ensure you export those filter groups before the trial period expires. For more information, 
see “Exporting and Importing Filter Groups” on page 22.

Note
Ensure you are running a supported version of Security Manager in your environment before you install 
Change Guardian. For more information, see “Hardware and Software Requirements” on page 8.
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5. Follow the instructions in the setup program until you finish installing Change Guardian.

6. On the Finished window, select the Start the Change Guardian Configuration Wizard check box 
and click Finish.

7. Repeat Steps 1 through 6 on all Security Manager central computers on which you install Change 
Guardian.

Upgrading From Previous Versions
Upgrading from earlier versions of Change Guardian requires you to perform additional tasks after 
installation to upgrade your managed and unmanaged agents.

To upgrade your managed agents:

1. Start the Security Manager Development Console in the NetIQ Security Manager program group.

2. In the Navigation pane, expand Security Manager Development Console > Configuration > Central 
Computer. 

3. On the menu bar, click Action, and then select Scan All Managed Computers. Do not proceed until 
the status of all managed computers is Idle. You may need to click Action > Refresh to refresh the 
Central Computers Window. 

4. If you want to approve all agents, perform the following steps:

a. In the Navigation pane, select Pending Agents > Installation.

b.  On the menu bar, click Action > Approve All Pending Installations. 

5. If you want to approve individual agents, perform the following steps: 

a. In the Navigation pane, select Pending Agents > Installation, and then select the individual 
agent to approve. 

b. On the menu bar, click Action > Approve.

c. Repeat these steps for each individual agent you want to approve. 

6. In the Navigation pane, select Pending Agents > Installation.

7. On the menu bar, click Action > Install All Approved Agents Now. All pending agents should no 
longer be listed. 

8. Click Configuration > Central Computers and verify the status of all central computers is Idle.

9. Perform the following steps to verify your agents were approved and installed: 

a. Start the Security Manager Control Center in the NetIQ Security Manager program group. 

b. Select Event Views. 

c. Find the Change Guardian for Windows provider events that describe the update and 
deployment of the upgraded agents. 
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To upgrade your unmanaged agents:

1. Copy the CGWAgent.msi file located in the \Unmanaged Agent directory in the Change Guardian 
installer root folder, and then paste the file to any directory on the unmanaged agent computer you 
want to monitor with Change Guardian. 

2. Double-click the CGWAgent.msi file you copied to the unmanaged computer.

3. Repeat Steps 1 and 2 for each unmanaged computer you want to monitor with Change Guardian.

4. Restart the upgraded unmanaged agent computers.

Deploying Security Manager Agents
Change Guardian for Windows allows you to monitor computers on which you have deployed Security 
Manager managed agents and unmanaged agents. 

Deploying Managed Agents
When you install Change Guardian, the setup program installs all files on the local computer.

• If you are testing Change Guardian on a single evaluation computer, you can skip to 
“Understanding Filters and Filter Groups” on page 16 and set up the filters you want to use on the 
evaluation computer. You must also use the Select Computers to Monitor feature to deploy the 
Change Guardian for Windows filter driver to the agent on the evaluation computer.

• If you already have Security Manager agents deployed to all the Windows computers you want to 
monitor with Change Guardian, you can use those agents for Change Guardian and do not need to 
deploy them again. However, you must scan those managed Windows computers to update them 
with the Change Guardian module. For more information, see the User Guide for NetIQ Security 
Manager.

Deploying Unmanaged Agents
Change Guardian for Windows can monitor computers on which you have Security Manager unmanaged 
agents installed. 

To manually deploy the Change Guardian agent:

1. Copy the CGWAgent.msi file located in the \Unmanaged Agent directory in the Change Guardian 
installer root folder, and then paste the file to any directory on the unmanaged agent computer you 
want to monitor with Change Guardian. 

2. Double-click the CGWAgent.msi file you copied to the unmanaged computer.

3. Repeat Steps 1 and 2 for each unmanaged computer you want to monitor with Change Guardian.

Note
If your upgrade is to Change Guardian for Windows Service Pack 2, agent computers need to be 
restarted only with this upgrade. Subsequent upgrades do not require you to restart unmanaged agent 
computers.
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Viewing Self-Monitoring Events
You can use the Control Center to view real-time self-monitoring events for Change Guardian. Self-
monitoring event details can help you troubleshoot problems with the Change Guardian server and other 
internal issues.

To view self-monitoring events:

1. Log on to the Control Center computer with a user account that is a member of the OnePointOp 
Users group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, expand Security Manager Control Center > Security Views > Change 
Guardian for Windows and click Event View.

4. In the Results window, select an event and click the appropriate tab on the Event Properties window 
to view details of the event.

Understanding How Change Guardian Works
Before you configure Change Guardian for your environment, it may be helpful to understand the overall 
workflow of Change Guardian and how it fits in with the Security Manager infrastructure.

The purpose of Change Guardian is to monitor Windows computers for changes, then collect that data 
into a central repository for reporting and archiving. Since it is not possible to observe remotely some of 
the changes that occur on a Windows computer, Change Guardian uses the Security Manager agent 
deployment and management system to accomplish this task. Native auditing can cause performance and 
manageability issues, so Change Guardian instead uses a file system filter driver on each managed 
computer to detect changes to Windows files, file shares, registry keys, and processes.

After Change Guardian detects changes, filters them according to the filter groups you have configured, 
and classifies them as managed or unmanaged, Change Guardian submits them to the Security Manager 
workflow through the Security Manager agent. Once the change events have entered the Security 
Manager workflow, they are sent to the central computer in batches over an authenticated, encrypted 
channel. The log archival rule on the central computer forwards the events to Log Manager, which stores 
a complete record of each event it receives in a SQL Server database. You can view and work with this 
data using the Control Center and other Security Manager consoles.

Selecting Computers to Monitor
Change Guardian for Windows allows you to specify the computers in your network you want to monitor. 
You must select which computers you want to monitor and add them to the Change Guardian for 
Windows Computer Group before you can configure the filters and filter groups to define what events to 
monitor on those computers. 

To add computers to the Change Guardian for Windows Computer Group:

1. Log on to a Security Manager Control Center computer with a user account that is a member of the 
Security Manager OnePointOp ConfgAdms group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.
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3. In the Navigation pane, expand Change Guardian Control Center > Change Guardian for 
Windows.

4. In the Task Pad, select Select Computers to Monitor.

5. Use the Change Guardian Configuration Wizard to select the computers you want to monitor.

6. Click Finish.

7. If you want to populate computer groups and apply the configuration changes immediately, select 
the Populate computer groups now check box andthe Apply configuration changes now check box.

8. Click OK.

9. Click OK.

Configuring Change Guardian Settings and Filters
Change Guardian monitors Windows computers for changes to various Windows objects such as files 
and registry keys, and then uses Security Manager to aggregate, archive, and report on these changes. 
Change Guardian does not report every change that users make to monitored computers, just those 
changes that match the filters in the filter groups you have configured. You configure filters and filter 
groups in the Change Guardian Configuration Wizard. In addition to configuring filters, you can use the 
Change Guardian Configuration Wizard to specify global settings and identify authorized accounts that 
may make changes to Windows computers.

You can run the Change Guardian Configuration Wizard from the Control Center. Rerun the Change 
Guardian Configuration Wizard any time you need to make configuration changes.

To configure Change Guardian global settings and filters:

1. Log on to a Security Manager Control Center computer with a user account that is a member of the 
Security Manager OnePointOp ConfgAdms group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, expand Change Guardian Control Center > Change Guardian for 
Windows.

4.  If you want to configure global settings for Change Guardian, complete the following steps: 

a. In the Task Pad, click Configure Change Guardian for Windows Global Settings.

b. Review the global settings and make changes as needed for your environment. For more 
information, see “Understanding Global Settings” on page 15 and the Help for the Change 
Guardian Configuration Wizard.

c. Click Finish. At the prompt, select the Apply configuration changes now check box and click 
OK.

d. Select the central computers that manage the agents you want to update with the new or 
modified rules and click OK.
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5.  If you want to configure filters and filter groups for Change Guardian, complete the following 
steps: 

a. In the Task Pad, click Configure Change Guardian for Windows Filters.

b. Configure filters and filter groups for the computers you are monitoring with Change Guardian. 
For more information, see “Understanding Filters and Filter Groups” on page 16 and the Help 
for the Change Guardian Configuration Wizard.

c. Click Finish. At the prompt, select the Apply configuration changes now check box and click 
OK.

d. Select the central computers that manage the agents you want to update with the new or 
modified rules and click OK.

Understanding Global Settings
The Change Guardian global settings define certain parameters that Change Guardian uses to submit 
events into the Security Manager workflow. Configurable global settings include settings for event filters, 
lists of managed accounts, and server configuration details.

You can configure global settings in the Change Guardian Configuration Wizard from the Control 
Center. Rerun the Change Guardian Configuration Wizard any time you need to make configuration 
changes.

Filter Settings
On the Filter Settings tab, you can configure settings for event latency, event consolidation duration, and 
event cache size.

Event latency

The maximum period of time in milliseconds during which Change Guardian delays events 
before sending them to Security Manager.

Event consolidation duration

The period of time in milliseconds during which Change Guardian consolidates identical events. 
Event consolidation combines multiple real-time events into one event to replace many identical 
events generated in a short time. By batching changes for a minute or two and combining 
identical events, Change Guardian reduces the volume of events that it sends to Security 
Manager. Consolidation of events across the managed computers in your environment increases 
efficiency and enhances diagnosis of critical events.

Note
If you do not select the Apply configuration changes now check box, your configuration changes 
do not take effect until the next Security Manager agent heartbeat or when you deploy new 
agents.
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Event cache size

The percentage of physical memory that the file system filter driver (filter driver) uses to store 
events on managed Windows computers. Even if the Security Manager service stops running, the 
filter driver continues to collect events on managed computers. When the Security Manager 
service starts up again, the filter driver sends the events in the cache that occurred while the 
service was not running. If the cache fills up, the filter driver stops collecting new events until the 
Security Manager service starts up again and the filter driver can deliver the buffered events. By 
default, the event cache size is 2%, but you can change this value to meet the needs of your 
organization.

Managed Accounts
On the Managed Accounts tab, you can specify valid managed accounts in other products. Change 
Guardian uses the managed account information to determine whether changes to computers were 
managed or unmanaged. The classification of managed versus unmanaged changes occurs at the Security 
Manager agent level and is included with the generated event, so this classification information is 
available at all parts of the Security Manager workflow.

Server Configuration
On the Server Configuration tab, you can configure the refresh interval for the Change Guardian server, 
and also view details, such as current version, about the Change Guardian server. The Change Guardian 
server expands the Security Manager computer groups and Active Directory groups at the default interval 
of one minute. Change Guardian then sends the updated group information to the filter driver on each 
managed computer. The filter driver uses the latest group information when monitoring the managed 
computer for changes. For more information, see the Help for the Change Guardian Configuration 
Wizard.

Understanding Filters and Filter Groups
To facilitate the management and monitoring of your network, you will probably need to define multiple 
sets of objects on your network to be monitored in different ways. To meet organizational requirements 
and policies, you may also need to define different actions or methods of reporting for different sets of 
objects. To meet these needs, Change Guardian allows you to configure distinct sets of filters that act 
together as a filter group.

Filter groups are the top level objects that Change Guardian manages, and individual filters exist only 
within the context of a particular filter group. Within a filter group, you create multiple filters that define 
exactly the set of objects you want Change Guardian to monitor and the specific events that are of 
interest. You can name each filter group and set the order in which Change Guardian processes your filter 
groups.

You can configure each filter group to apply to a different set of computers, and you can specify one or 
more types of Windows objects to be monitored, such as files or processes, within the same filter group. 
For example, Filter Group A might monitor certain files and processes on computers A and B, while 
Filter Group B might monitor processes and registries on computers B and C. In addition to specifying a 
set of computers, you can configure the filter group to apply only to those events that certain users 
generate, and only within certain time frames.
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For each filter you create, you can specify that you want Change Guardian to generate an alert with a 
specific severity level for each event that matches the filter. If you do not select this option, Change 
Guardian captures events that match the filter, but does not generate alerts or group the events by severity 
level in the Control Center.

You can enable or disable individual filters or an entire filter group as needed. The Change Guardian 
Configuration Wizard displays the names of disabled filters and filter groups in italics so you can easily 
identify them.

NetIQ Default Filters
Change Guardian provides a default filter group named NetIQ Default Filters that includes various 
filters to monitor common Windows objects. These filters are designed to save you time and allow you to 
begin monitoring your environment immediately. All filters in this group are include filters, and none of 
the filters have custom attributes defined. You cannot delete or modify any of the default filters, but you 
can clone them and then modify them to meet the needs of your environment. You can also create new 
custom filters as needed to capture additional events.

You can set time, user, or computer restrictions for the NetIQ Default Filters. However, if you want to set 
user restrictions on this filter group, you should create a separate filter group without any user restrictions 
to capture appropriate file share events. For more information about file share filter requirements, see 
“File Shares” on page 18.

The following topics describe the filters you can use in your filter groups. For more information about 
working with filters, see the Help for the Change Guardian Configuration Wizard.

Files and Folders
You can use file and folder filters to specify which files and folders you want Change Guardian to monitor 
or exclude from monitoring. You can specify whether you want to include or exclude files and folders:

• In the specified folder only

• In the specified folder and all folders below that folder

• In the specified folder and all folders above that folder

You can also specify which events you want Change Guardian to monitor or exclude from monitoring on 
the specified files and folders. For example, you might want Change Guardian to collect all events where 
a user has changed the name of a file, its attributes, or permissions to the file.

Note
To begin using the NetIQ Default Filters to monitor your environment, you must enable them in the 
Change Guardian Configuration Wizard. You can enable or disable individual filters or the entire 
filter group at any time. For more information about starting the Change Guardian Configuration 
Wizard, see “Configuring Change Guardian Settings and Filters” on page 14.

Note
Whether you choose to monitor files or folders, Change Guardian identifies all events for files and 
folders as File Events on the Event Properties window.
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If you create a filter for a specified folder and above, and a folder in the path is later renamed or removed, 
Change Guardian continues to collect events for the remainder of the path. For example, if you set up a 
filter to monitor all files in C:\Folder1\Folder2\Folder3 and above, Change Guardian monitors all of 
the following: 

C:\*

C:\Folder1\*

C:\Folder1\Folder2\*

C:\Folder1\Folder2\Folder3\*

If Folder3 is subsequently renamed or removed, Change Guardian continues to monitor files in the 
following locations:

C:\*

C:\Folder1\*

C:\Folder1\Folder2\*

File Shares
You can use file share filters to specify which file shares you want Change Guardian to monitor on 
managed computers, as well as the events you want to capture for those file shares.

You can set up file share filters based on share names or absolute paths:

• If you specify a share name, Change Guardian monitors the file share based on that name regardless 
of its location. In this case, Change Guardian is monitoring the file share itself, not the underlying 
file system.

• If you specify an absolute path, such as C:\, Change Guardian monitors the path for creation, 
deletion, or modification of file shares in that path, regardless of the name of the file share itself.

When creating file share filters, it is important to understand how Change Guardian handles file share 
events:

• Every Windows Server 2003 computer automatically creates an administrative share of every hard 
drive. In other words, the C:\ drive is shared as C$. Since administrative shares are special shares 
created by the operating system by default, and are not user-initiated, Change Guardian cannot 
monitor them. To monitor file shares on C:\, you must create a new file share with a different name.

Note
• Change Guardian does not currently support monitoring of file shares on Windows XP or 

Windows 2000 computers. 

• Change Guardian does not currently support monitoring public file shares, or files stored in a shared 
Public folder, on Windows Server 2008 computers. 

• If you set User Restrictions when you configure file share filters, events generate a list of connected 
users who could have made the change, rather than generate the name of the user who made the 
change.
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• If you delete the administrative share on a Windows Server 2003 computer, it is recreated at the next 
system startup. However, it is possible to disable the creation of these shares by editing the following 
registry key: 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Aut

oShareServer. For more information, see Microsoft Knowledge Base article 816524 at http://
support.microsoft.com/kb/816524. You can create a registry key filter that monitors the registry key 
referenced in this article. 

• Change Guardian evaluates file share filters that include a wildcard before all other filters in the filter 
group.

• Terminal Services caches information about user connections and, in some situations, maintains the 
information after the user has disconnected. Change Guardian uses the Terminal Services 
information for reports.

• Change Guardian currently categorizes all file share events as unmanaged events.

Registry Keys and Values
You can use registry filters to specify which registry keys and values you want Change Guardian to 
monitor on managed computers, as well as the events you want to capture for those registry keys and 
values. You can specify an individual registry key or value, or a group of registry objects you want to 
monitor or exclude from monitoring.

You can specify whether you want to include or exclude values and keys:

• Under the specified key only

• Under the specified key and all keys below that key

• Under the specified key and all keys above that key

For example, the NetIQ default filter for the 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall key and below 
monitors changes to any DisplayName values under that key as well as any other key under that key.

Warning
Be careful when editing your Windows Registry. If there is an error in your Registry, your computer 
may become nonfunctional. If an error occurs, you can restore the Registry to its state when you last 
successfully started your computer. For more information, see the Help for the Windows Registry 
Editor.

Notes
• Change Guardian for Windows does not monitor registry keys and values on Windows XP or 

Windows 2000 computers.

• Change Guardian for Windows monitors the Registry Rename key event on Windows Vista and 
Windows 2008 computers. However, it does not monitor this key event for Windows 2000, Windows 
Server 2003, or Windows XP computers.
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If you create a filter for a specified registry key and above, and a segment of the path is later renamed or 
removed, Change Guardian continues to collect events for the remainder of the path. For example, if you 
specify all values and keys under the key HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.bat and above, 
Change Guardian monitors or excludes all of the following:

HKEY_LOCAL_MACHINE\*

HKEY_LOCAL_MACHINE\SOFTWARE\*

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\*

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.bat\*

If the .bat key is subsequently renamed or removed, Change Guardian continues to monitor or exclude 
values and keys under the following:

HKEY_LOCAL_MACHINE\*

HKEY_LOCAL_MACHINE\SOFTWARE\*

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\*

You can also specify which events you want Change Guardian to monitor or exclude from monitoring on 
the specified values and keys. For example, you might want Change Guardian to collect all events where 
values have been modified or deleted.

Processes
You can use process filters to specify an individual process or group of processes you want to monitor or 
exclude from monitoring, as well as the events you want to monitor. You must specify the full process 
name, including the file extension, for each process. For example, for Notepad, specify notepad.exe.

You may need to do some research to ensure you specify the correct process name. You can monitor 
processes by specifying the process name (for example, mmc.exe) or by specifying any .dll that is loaded 
by that process. For example, if you want to monitor events where users start or stop SQL Server 
Enterprise Manager, you should specify sqlmmc.dll to identify SQL Server Enterprise Manager, which is 
hosted by the Microsoft Management Console parent process (mmc.exe).

Understanding Filter Group Restrictions
In addition to creating filters for the Windows objects and events you want Change Guardian to monitor, 
you can specify restrictions for filter groups so Change Guardian monitors or excludes from monitoring 
particular computers or users during particular time frames. You cannot combine lists of computers that 
you want to include and exclude in the same filter group, and the same is true for users and user groups. 
However, you can create a filter group that contains an inclusive list of computers and an exclusive list of 
users, or a filter group that contains an exclusive list of computers and an inclusive list of users.

Note
Change Guardian provides before and after values for most events where objects have been modified. 
However, when a binary-type registry value is modified, Change Guardian displays only “<binary>” in 
the Old value and New value fields of the Event Properties window because the actual values are typically 
not useful.
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Computer Restrictions
You can configure a filter group to apply to individual computers, OUs, Security Manager computer 
groups, or any combination of computers and computer groups.

By default, the filter groups you configure in the Change Guardian Configuration Wizard apply to all 
computers associated with the Change Guardian processing rule group. If you do not want a filter group 
to apply to all computers in the default computer group, you can change the default All Computers 
selection on the Computer Restrictions tab. However, the filter driver on each managed computer 
processes events on that computer only if the computer is included in the computers you have specified on 
this tab. So, whether you specify an inclusive or exclusive list of computers, ensure you include all 
appropriate computers you want to monitor.

Change Guardian does not currently support combining exclusive and inclusive specifications. For 
example, if you have a Security Manager computer group named “All Exchange Servers” and you want the 
filter group to apply to all computers in that group except for two, you must either create a new Security 
Manager computer group, or manually include every Exchange server except the two in question.

User Restrictions
You can configure a filter group to apply to individual users, Windows user groups or OUs, or a 
combination of individual users, groups, and OUs. As with computer restrictions, you can specify an 
inclusive list or exclusive list of users, but Change Guardian does not currently support combining 
exclusive and inclusive lists in the same filter group.

Time Restrictions
In addition to user and computer restrictions, you can configure time restrictions for a filter group so 
Change Guardian monitors only those events that occur during specific time frames. Time-based filtering 
supports days of the week and inclusive intervals during a day.

Examples of valid time restrictions include the following:

• Mondays, Tuesdays, and Wednesdays from 3-5 PM

• Mondays from 3-5 PM and Tuesdays from 4-6 PM

• Mondays from Midnight-7 AM, 9 AM-2 PM, and 6 PM-Midnight

Examples of invalid time restrictions include the following:

• On the 26th of every month

• Tomorrow

Notes
• Do not specify user restrictions for file share filters. For more information, see “File Shares” on 

page 18.

• You cannot specify local users and groups when configuring user restrictions.
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Exporting and Importing Filter Groups
Change Guardian provides the ability to export and import filter groups you have configured. If you used 
a test environment for evaluating Change Guardian, you can export your Change Guardian filter groups 
from your test environment and then import them to another central computer in your production 
environment.

You may also want to export your filter groups periodically in your production environment as a backup 
in case the central computer where the Change Guardian server is installed fails.

To export and import filter groups:

1. Log on to the Security Manager central computer that has the filter groups you want to export.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, expand Change Guardian Control Center > Change Guardian for 
Windows.

4. In the Task Pane, click Configure Change Guardian for Windows Filters.

5. In the right pane, click Export Filter Groups.

6. Provide a name for the export file and click Save.

7. Log on to the Security Manager central computer to which you want to import the filter groups.

8. Complete Steps 2 through 4.

9. In the right pane, click Import Filter Groups.

10. Select the file you created in Step 6 and click Open.

Note
Ensure you export your filter groups before your 30-day trial license expires. Once you have installed 
Change Guardian on a central computer in your production environment, you can import the filter 
groups you used in your test environment.
22 User Guide



Chapter 3
Using Change Guardian for Windows

Once you have configured the appropriate filters, filter groups and monitoring settings in Change 
Guardian, you can monitor the events that are taking place on your Windows computers using views in 
the Control Center and other Security Manager consoles. Views are collections of related information 
from the Security Manager database.

Change Guardian views can contain alerts, if you have configured your filters to alert you when events 
matching the filters occur. Alerts are indications of significant events. You can use views as part of your 
daily routine to monitor and resolve alerts. Change Guardian also provides numerous reports that 
document changes to managed Windows computers. You can use these reports to analyze changes and 
identify who made them. For more information about reports, see “Reporting Windows Changes” on 
page 26.

The topics in this section describe how to access views, monitor alerts, and prepare reports about changes 
to your Windows environment using the Control Center. For more information about configuring filters 
and filter groups, see “Understanding Filters and Filter Groups” on page 16.

Monitoring Windows Changes
Change Guardian uses the filters you have configured to monitor managed computers for changes to 
specified Windows objects, categorizes the changes as managed or unmanaged, provides details for each 
event, and can generate alerts for events if you select this option. You can monitor these events and alerts 
using various views in the Control Center.

Viewing Change Guardian Alerts
During installation, Change Guardian adds default alert views to the Control Center. The alert views 
categorize events according to their severity level, enabling you to view and resolve alerts in the Control 
Center in a timely manner.

When you configure filters in the Change Guardian Configuration Wizard, you can specify whether you 
want Change Guardian to generate an alert for events that match the filter. You can also specify the 
appropriate severity level for the alert. If you do not select this option, Change Guardian captures events 
that match the filter and stores them in the Log Database, but does not generate real-time alerts for them. 
You can later view those events by running Forensic Analysis queries. For more information, see 
“Working with Forensic Analysis Queries” on page 27.
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To view Change Guardian alerts:

1. Log on to a Control Center computer with a user account that is a member of the OnePointOp Users 
group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, expand Security Manager Control Center > Security Views > Change 
Guardian for Windows.

4. Select an alert view and view the events in the Results window.

5. In the Results window, select an alert and click the appropriate tab on the Alert Properties window to 
view details of the alert.

6. If you want to learn about the event or condition leading to an alert and about ways to resolve the 
condition, you can view the alert knowledge base. The knowledge base can include information from 
NetIQ Corporation or from your company. Click the NetIQ Knowledge or Our Knowledge tab 
under Alert Properties.

You can also configure Security Manager to send email notifications to notification groups for specific 
alerts. For more information, see the User Guide for NetIQ Security Manager.

Viewing Managed and Unmanaged Changes
Change Guardian identifies a managed change as any change to a Windows computer that a user makes 
through a defined control system using a managed account. You can specify managed accounts when you 
configure Change Guardian after installation or any time your environment changes. For more 
information, see “Managed Accounts” on page 16.

Change Guardian identifies an unmanaged change as any change to a Windows computer that matches 
the filter criteria you set up, made using an unmanaged user account. An unmanaged account is any 
account that is not an account that you specified on the Managed Accounts tab in the Change Guardian 
Global Settings Wizard.

Once you have specified managed accounts, configured filters, and enabled alerts with appropriate 
severity levels, you can view details of individual events in the Control Center in real time. The 
Description field for each event categorizes the event as managed or unmanaged.

If you want to view a consolidated list of managed and unmanaged events, use the default Forensic 
Analysis queries that Change Guardian provides in the Control Center. For more information, see 
“Working with Forensic Analysis Queries” on page 27.

Resolving Change Guardian Alerts
Using the Control Center, you can track alerts throughout the resolution process. The alert resolution 
state indicates the alert’s current point in the resolution process. The default resolution state for alerts is 
New. You can change the resolution state to match the current state of the process. For more information 
about default resolution states, see the User Guide for NetIQ Security Manager.

Alerts can indicate that a condition or occurrence on your network needs to be addressed. Resolving 
alerts is a process that includes several tasks. This section describes how to resolve alerts using the Control 
Center.
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To resolve an alert:

1. Display the alert and view the alert properties to find out details about the indicated condition. For 
more information, see “Viewing Change Guardian Alerts” on page 23.

2. If you want to assign the alert to the person responsible for resolving the indicated condition, 
assign the owner. For more information, see “Assigning an Alert” on page 25. 

3. Change the resolution state of the alert to track the resolution process. For more information, see 
“Changing Alert Resolution States” on page 25. 

4. If you want to add comments to the alert resolution history detailing the efforts for this specific 
alert, modify the alert resolution history. For more information, see the User Guide for NetIQ Security 
Manager.

5. If you want to add information that others can use to resolve similar conditions in the future, 
modify the knowledge base. For more information, see the User Guide for NetIQ Security Manager.

Assigning an Alert
You can use the Control Center to assign an Owner to an alert. The Owner is typically the person 
responsible for tracking and resolving the indicated problem. You can assign an Owner when the alert 
occurs, or you can create a rule that generates an alert and assign an Owner at the same time. Alerts can 
also contain the source of the alert and an alert description. By default, alert views display owner names 
for each alert.

This section describes how to use the Control Center to assign an Owner to an alert when the alert 
occurs.

To assign an Owner to an alert:

1. Display the alert. For more information, see “Viewing Change Guardian Alerts” on page 23.

2. In the Tasks pane under Alert Tasks, click Update Alert.

3. On the Update Alert window, click Browse and select an Owner for the alert.

4. Click OK.

Changing Alert Resolution States
When viewing alerts using the Control Center, you can change resolution states to indicate that the alert 
has been acknowledged, is in the process of being resolved, or is resolved. Security Manager immediately 
removes resolved alerts from a view so you see only those alerts that require attention.

This section describes how to use the Control Center to change the resolution state for an alert.

To change a resolution state:

1. Display the alert. For more information, see “Viewing Change Guardian Alerts” on page 23.

2. In the Tasks pane under Alert Tasks, click Update Alert.

3. In the State of Alert list, select the appropriate state.

4. Click OK.
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Reporting Windows Changes
Change Guardian provides Summary reports and Forensic Analysis reports to enable you to view and 
analyze your managed computer data.

Summary reports are per-day synopses of activity that are prepared at the end of each day. You can export 
the results in various formats to meet the needs of your organization. Change Guardian provides some 
built-in summary reports.

Forensic Analysis reports are queries that return a set of events spanning any time range up to the 
present. Change Guardian submits a Forensic Analysis query specifying criteria for events to the Security 
Manager central computer, which searches the relevant daily log databases for matching events and 
collects them into a temporary space in a SQL Server database. When you view the results in the Control 
Center, you can sort, filter, print, and export data to various formats. You can also schedule Forensic 
Analysis queries for automatic, regular report preparation.

Forensic Analysis reports present data in real time, and are the primary report type for Change Guardian. 
Change Guardian provides several default Forensic Analysis queries, but you can also create new queries 
or modify existing queries.

Working with Summary Reports
The Control Center allows you to view Summary reports of log data for your managed Windows 
computers. You can also print or export Summary reports using the Control Center. For more 
information about working with Summary reports, see the User Guide for NetIQ Security Manager.

To work with Summary reports:

1. Log on to a Control Center computer with a user account that is a member of the OnePointOp Users 
group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, expand Summary Reports > Change Guardian for Windows and select the 
report you want to view.

4. Under Report Parameters, select the computers you want to include in the report.

5. If you want to change the time frame of the report, select the appropriate dates under Report 
Parameters.

6. Click Run Report.

Note
Security Manager 6.0 and Security Manager 6.5 do not include Summary reports. If you are running 
Change Guardian in a Security Manager 5.6 SP1 environment, the Summary reports for Change 
Guardian will no longer be available when you upgrade your Security Manager environment. However, 
this guide still contains information about Summary reports for the benefit of customers who are using 
Change Guardian with Security Manager 5.6 SP1.

Note
Summary reports are available only if you are running Change Guardian with Security Manager 5.6 SP1.
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7. View the report in the Results window.

8. If you want to print or export the report, click the appropriate icon at the top of the Results 
window.

Working with Forensic Analysis Queries
Change Guardian provides several default Forensic Analysis queries for your managed Windows 
computers. You can work with these queries in the Control Center. You can also filter, sort, and print 
completed Forensic Analysis reports and export this data to a file. For more information about working 
with Forensic Analysis reports, see the User Guide for NetIQ Security Manager.

To work with Forensic Analysis queries:

1. Log on to a Control Center computer with a user account that is a member of the OnePointOp Users 
group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, expand Forensic Analysis > My Queries > Change Guardian for Windows 
to display the available queries.

4.  If you want to modify a query:

a. In the Results window, select the query.

b. In the Tasks pane under Forensic Tasks, click Edit Query.

c. Make any appropriate changes to the query properties and click OK.

5.  If you want to run a query:

a. In the Results window, select the query.

b. In the Tasks pane under Run Query, click the date range for which you want to run the query.

Viewing Forensic Analysis Reports
After you run a Forensic Analysis query, you can view the associated report in the Control Center. You 
can also filter, sort, and print completed Forensic Analysis reports and export this data to a file. For more 
information about working with Forensic Analysis reports, see the User Guide for NetIQ Security Manager.

To view a completed Forensic Analysis report:

1. Run the appropriate Forensic Analysis query. For more information, see “Working with Forensic 
Analysis Queries” on page 27.

2. In the Navigation pane, expand Forensic Analysis and select Completed Reports.

3. In the Results window, locate the appropriate report and double-click the report to open it.

Note
Whereas the Control Center displays events with the local date and time, Summary reports display 
dates that are based on UTC (GMT) dates by default. If you do not configure the appropriate date 
setting when you run a Summary report, the dates in the report may not represent the dates the 
events actually occurred.
Chapter 3 • Using Change Guardian for Windows     27



Creating New Forensic Analysis Queries
You can create new Forensic Analysis queries for your managed Windows computers using the Control 
Center.

To create a new Forensic Analysis query:

1. Log on to a Control Center computer with a user account that is a member of the OnePointOp Users 
group.

2. Start the Security Manager Control Center in the NetIQ Security Manager program group.

3. In the Navigation pane, click Forensic Analysis.

4. In the Results window, click the icon next to Forensic Analysis Wizard.

5. Follow the instructions in the wizard to create your query.
28 User Guide


	NetIQ® Change Guardian™ for Windows
	Contents
	Introduction
	What is NetIQ Change Guardian for Windows?
	Evaluating Changes on Windows Computers
	Understanding Managed and Unmanaged Changes

	What Change Guardian Provides
	Continuous Monitoring of Windows Changes
	Auditing Efficiency
	Extensible Filter Engine
	Change Management Reports

	How Change Guardian Helps You
	Sends Real-Time Alerts of Changes to Windows Computers
	Consolidates Logs
	Meets Your Notification Needs with Customizable Filters
	Audits Changes with Detailed Reporting


	Installing and Configuring Change Guardian
	Implementation Checklist
	Planning Considerations
	Hardware and Software Requirements
	Managed and Unmanaged Computer Requirements
	Permission Requirements
	Supported Configurations
	Licensing
	Evaluating Change Guardian

	Installing Change Guardian
	Upgrading From Previous Versions
	Deploying Security Manager Agents
	Deploying Managed Agents
	Deploying Unmanaged Agents

	Viewing Self-Monitoring Events
	Understanding How Change Guardian Works
	Selecting Computers to Monitor
	Configuring Change Guardian Settings and Filters
	Understanding Global Settings
	Filter Settings
	Managed Accounts
	Server Configuration

	Understanding Filters and Filter Groups
	NetIQ Default Filters
	Files and Folders
	File Shares
	Registry Keys and Values
	Processes

	Understanding Filter Group Restrictions
	Computer Restrictions
	User Restrictions
	Time Restrictions

	Exporting and Importing Filter Groups

	Using Change Guardian for Windows
	Monitoring Windows Changes
	Viewing Change Guardian Alerts
	Viewing Managed and Unmanaged Changes
	Resolving Change Guardian Alerts
	Assigning an Alert
	Changing Alert Resolution States

	Reporting Windows Changes
	Working with Summary Reports
	Working with Forensic Analysis Queries
	Viewing Forensic Analysis Reports
	Creating New Forensic Analysis Queries




