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Data Protection: Analysis:
Heartland security breach

Despite the incredible investment
governments and private companies
have made in security technologies,
both the frequency and the scale of
reported data breaches are increasing
explosively. The number of compliance
mandates that must be met is at an
all-time high, yet the security value of
practices they demand is being called
sharply into question by the failure
of organizations to protect sensitive
information. From a data security
perspective it is the best, and worst,
of times.

For context, I'm going to look at two
very different breaches, and try to draw
some parallels that may apply to your
organization. In many ways, what
makes these different — and they are
very different — is just as important as
what they have in common.

The two I will look at are the Heartland
Payment Systems Breach, now being
dubbed as the largest in history and the
recent breach at the Federal Aviation
Administration (FAA), which while
much smaller, provides some disturbing
insights into the future of that rarest
commodity - private information.

These two breaches both occurred in
the United States within the last twelve
months and have been widely reported
on in the United States. There was
nothing about either breach that would
not apply equally to organizations
from the United Kingdom, or indeed
anywhere in the world.

If you missed the news stories, here
are the key facts, at least as they are
publically available now:

Heartland Payment Systems is one
of the largest credit card processing
companies in the US and by its own

estimates, processes upwards of 100
million transactions per month. In
January 2009, Heartland announced
that a breach had occurred sometime
in the previous year and that, for

an undetermined amount of time,
someone had access to an extensive
amount of credit card information
through some well-placed malware
code. As of the time of writing, the
scope of this breach is still being
determined, but at a minimum,

over 500 banks have reportedly

been affected. While the number of
compromised cards is not known,
clearly an extended breach involving
such a large number of transactions
per month is likely to have a
significant impact.

The FAA breach appears to be a

very different animal. The stolen
information was taken, it seems, from
an old system apparently being used as
a test-bed for application developers.
In what appears to be an opportunistid
attack, external hackers stumbled
upon the relatively poorly protected
system and made off with sensitive
files. Unfortunately, one of the files
stolen contained personal information
dating back to 2006 on some 45,000
current and former employees.

The two breaches were similar in

that sensitive information was stolen
from what should have been secured
infrastructure. In the case of the
FAA, the organization as a whole

was considered so secure that it was
actually used as an example of what
to do right within the US Federal
Government. Yet the breach occurred
and data was stolen.

In both cases, information was stolen
out from under the very noses of
competent and active security teams.
Additionally, external assessments

of the security protecting their




information had shown them to be at the very
least, as good as their peers.

They differed, however, in a highly significant
way. It seems likely that the FAA breach was
the result of an (un)lucky find on the part

of hackers (external parties). In the case of
Heartland, however, it is almost certain that
highly competent and financially motivated
attackers worked from within. They placed
custom malware designed to sniff credit card
information at a weak point in the processor’s
network. This kind of internal attack is
becoming increasingly common, and is causing
considerable concern in the financial sector and
the security industry in general.

Fundamentally, these two breaches have some
important lessons to teach about the nature

of data, and how organizations of all kinds,
commercial, private and public, handle it.
Most significantly they are clear indicators that
something has gone terribly wrong, not only
in the way we secure data but in the very way
we think of information protection within and
beyond corporate walls.

Despite getting breached, both organizations
did some things right and we can learn much
from their respective responses to the events.

Both organizations moved quickly to notify
those who may have been affected by the data
breaches, and are now focusing on eliminating
the problem in the future. Although both
organizations have received considerable
criticism for the breaches, it’s fair to say that it
might have been far worse had they not moved
more rapidly.

One of the more interesting lessons of the
FAA breach is that data is sticky and difficult
to find - one recent study showed that 66

% of breaches that occur involve data that
organizations did not know even existed. FAA
information that was old, yet still sensitive in
nature, turned up in a very surprising location.

Once information exists in electronic form, it
can be difficult to track and therefore equally
difficult to secure. This will become especially
challenging as organizations embrace more
aggressive virtualization strategies, where not
only the data but the actual server itself exists
as an electronic image that is easy to reproduce.

Clearly, sensitive information exists long after
its utility has expired — a chilling thought
when we consider the difficulty organizations
apparently have in keeping it secure.

A significant failure in configuration control
was likely at the root of the problem for
Heartland. Unmanaged change is the bane

of good security. Configuration control is
everything — stopping malware, (unauthorized
and harmful software), or changes that weaken
security, is only possible once good controls are
in place to detect changes as they occur, and
enforce security policies. What organizations
need, then, is to implement a strong change
management process.

One fact that organizations must come to grips
with is that compliance is not going to make
you secure — Heartland and the PCI DSS are
perfect examples of this. Whether Heartland
was compliant at the time of the breach or not
is yet to be determined, but they were certainly
compliant at some point and the reality is that
any certificate of compliance is such a narrow
snapshot as to be almost meaningless from a
data security perspective.

While these two breaches are already in the
past, there are some very timely lessons that can
be drawn from what happened and applied to
security programs immediately to establish a
proper security posture and hopefully prevent
any loss of critical data. Here are some basic
first steps that organizations like yours can take
to help prevent similar breaches from arising:

* Start to think of data differently — you can’t
secure it if you can’t find it.

* Implement change controls detecting and
managing change and tying changes to your
ticketing/ conﬁguration management system,
is the only way you can have any chance of
securing critical systems.

* Look long and hard at how you monitor
administrator/privileged user activity -
these are your single greatest threat. Yes,
attacks come from outside, but they are
likely to be far, far less damaging than
breaches originating inside. While there is
no direct evidence of insider involvement
in the Heartland breach, similar breaches
have often involved privileged access to a

system, enabling internal placement of the
malware. Privileged users may not always be
employees — contractors and even trusted
partners may represent every bit as much of
a threat.

Have a plan for breach response - know
what a breach looks like, and know how to
respond if and when one occurs. Identify
who to call and how to notify customers.

Think about ways to reduce the workload
on your security teams the reality is that
breaches oftentimes would be detectable if
only the teams involved had been able to
spend the time to review the information
already being collected.

The Heartland and FAA breaches are both
perfect examples of how organizations with
good security practices can remain vulnerable,
either to a persistent, skilled attacker or
sometimes simple bad luck. Reducing the
time between an attempted attack and a
response is essential to reduce the scope of a
breach and minimize the subsequent damage
a successful attack causes.

By combining change control best practices
with a new perspective on compliance and
security process automation, organizations
like yours, Heartland and the FAA can reduce
risk and narrow the window of exposure. This
will enable effective protection of corporate
good names and more importantly, our
collective private information.

Geoff Webb

Senior Manager of Marketing
NetIQ Corporation
geoff.webb@netiq.com

Melissa Lang
Voce Communications for NetIQ
mlang@vocecomm.com
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