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Advisory for the sendmail Remote Buffer Overflow Vulnerability

VITAL Security Advisory

March 3, 2003

On March 3rd, 2003, the CERT Coordination Center published the existence of a remotely exploitable vulnerability in sendmail, the world’s most popular open source email server. Successful exploitation of this sendmail vulnerability can allow attackers to gain root or administrator privileges to computers running vulnerable versions of sendmail in daemon mode.

This VITAL Security Advisory helps you identify vulnerable computers using NetIQ products, including VigilEnt Security Manager and Security Analyzer. This VITAL Security Advisory also helps you plan the sendmail upgrade in a way that minimizes the likelihood of a successful attack during the interim.
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This document and the software described in this document may not be lent, sold, or given away without the prior written permission of NetIQ Corporation, except as otherwise permitted by law. Except as expressly set forth in such license agreement or non-disclosure agreement, no part of this document or the software described in this document may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, or otherwise, without the prior written consent of NetIQ Corporation. Some companies, names, and data in this document are used for illustration purposes and may not represent real companies, individuals, or data.
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Understanding the sendmail Remote Buffer Overflow Vulnerability

The sendmail remote buffer overflow vulnerability is the result of defective header parser code in sendmail. Attackers can embed attacks in an email header, then launch the attack by sending the email to a computer that is running a vulnerable version of sendmail running in daemon mode. The crafted header causes the parser to fail and allows access to a shell owned by root. From here attackers can execute scripts, add themselves as users, and perform other malicious activities with full permissions.

Because attacks are disguised in an email header, firewalls and most IDS/IPS systems currently offer little or no protection and attackers can launch attacks from any computer using any operating system. Additionally, successful attacks do not leave log entries, though unsuccessful attacks may generate unusual log entries.

Sendmail, Inc., and the Sendmail Consortium have confirmed this vulnerability and have prepared patches to address the problem in sendmail versions 8.9, 8.10, 8.11, and 8.12. 

The vulnerability also exists in previous versions of sendmail; however, there is no known workaround for versions prior to 8.9. Setting the RunAsUser value in the sendmail configuration file may reduce the likelihood that attackers can successfully exploit this vulnerability. To ensure that you are protected from this vulnerability, upgrade to the current version of sendmail (8.12.8), which addresses this vulnerability without a patch or workaround.

Commercial versions of Sendmail Pro, Sendmail Advanced Message Server, Sendmail for NT, and Sendmail Switch are also affected by this vulnerability.

You can download all open source sendmail binaries and patches from http://www.sendmail.org. The site also includes patches for commercial products distributed by Sendmail, Inc. If you have a commercial sendmail product that is distributed by a different vendor, contact your vendor for upgrade media.

For more information, see http://www.cert.org/advisories/CA-2003-07.html.

Identifying Vulnerable IT Assets

The advisory confirms this vulnerability in computers running sendmail in daemon mode, but it is possible that other mail transit agents (MTAs) contain similar vulnerabilities. In any case, mixed MTA sites are vulnerable because it is unlikely that non-sendmail MTAs protect against this vulnerability. For example, if you are using a non-sendmail border MTA, but all of your internal MTAs are sendmail, attacks will likely pass through the non-sendmail border MTA and compromise the internal sendmail MTAs.

Consider all computers that are running sendmail in daemon mode with unpatched open source sendmail versions prior to 8.12.8 vulnerable, regardless of whether they are behind firewalls or non-sendmail border MTAs.

Computers that are running commercial versions of Sendmail Pro (all versions), Sendmail for NT (2.x prior to 2.6.2 and 3.0 prior to 3.0.3), or Sendmail Switch (2.1 prior to 2.1.5, 2.2 prior to 2.2.5, and 3.0 prior to 3.0.3) are also vulnerable.

Computers that are not running sendmail in daemon mode are not affected by this vulnerability.

NetIQ offers several products that help you identify vulnerable computers, including VigilEnt Security Manager (VSM) and Security Analyzer (SA). VSM and SA can identify Unix computers running vulnerable open source or commercial versions of sendmail. If you have commercial versions of sendmail running on Windows, use SA to identify these computers.

Using VSM to Identify Vulnerable Unix Computers

VSM includes two Security Checkups that detect sendmail running in daemon mode on Unix computers. To run these Security Checkups across Unix endpoints, you must have the following VigilEnt products installed:

VSM 3.0.2 or later

VigilEnt Security Agent for Unix (VSA for Unix) 3.2 or later

· If you are using VSM 3.0.2, VSA for Unix 3.2 patch for VSM 3.0.2

To create a Security Checkup template and generate Security Checkup reports:

1. If you are using VSM 4.0, complete the following steps:

a. Open VSM, right-click Security Checkups, and then select VSM Actions > New.

b. Enter a name for this Security Checkup template in the Template Name field and a description for this Security Checkup template in the Description field.

c. Select the Unix tab, and then expand the Internet/Network node.

d. Select the Insecure Network Services check and the sendmail is Running in Daemon Mode check, and then click OK to save your Security Checkup template.

e. Select all Unix endpoints, and then right-click and select VSM Actions > Run Security Checkup.

f. Select your Security Checkup template, and then click Run Now.

g. Security Checkup reports are ready to view when they appear in the Completed Tasks queue. Select and right-click a report in the Completed Task queue, and then select VSM Actions > View to view the report.

2. If you are using VSM 3.0.2, complete the following steps:
h. Open VSM, right-click Security Checkups, and then select New.

i. Enter a name for this Security Checkup template in the Template Name field and a description for this Security Checkup template in the Description field.

j. Select the Unix tab, and then expand the Internet/Network node.

k. Select the Insecure Network Services check and the sendmail is Running in Daemon Mode check, and then click OK to save your Security Checkup template.

l. Expand the Security Checkup node in the left pane.

m. Select your Security Checkup template, and then right-click and select Run.

n. Select All Unix in the server group list, and then click Next.

o. Click Finish to run the Security Checkups.

p. Security Checkup reports are ready to view when they appear in the Completed Tasks queue. Double-click the report name in the Completed Tasks queue to view the report.

3. Review the sendmail is Running in Daemon Mode report. All Unix computers that appear in this report are vulnerable unless they are patched or running the current version of sendmail.

4. Review the Insecure Network Services report to identify additional insecure services. You can reconfigure or upgrade these services at the same time you upgrade sendmail.

Using SA to Identify Vulnerable Unix or Windows Computers

SA includes a security test to determine if a vulnerable version of sendmail is running in daemon mode on Unix or Windows computers.

To scan for this vulnerability:

5. If you need SA, download and install the trial version. The trial version lets you scan up to five computers over a period of 15 days. For more information, see http://www.netiq.com/trial/.

6. Open SA, and then run the AutoSync utility to retrieve the latest security tests, including the wt_sendmail_header.b file. AutoSync uses this file to automatically update the Mail Service Analysis scan profile with the Remote Sendmail Header Processing Vulnerability test.

7. Edit the Mail Services Analysis scan profile to target your Unix and Windows computers. To do this, complete the following steps:

q. Select Mail Services Analysis, and then click Edit Profile.

r. Select the Target Hosts tab, and then click Add to add target computers.

s. Enter host names, IP addresses, or a range of IP addresses, and then click OK.

t. Continue entering target computers. When you are finished, click OK to save the targets. 

8. Select the Mail Services Analysis scan profile, and then click Scan. SA scans the target computers and displays the results when it is finished.

Eliminating the Vulnerability

The following procedure eliminates the remote buffer overflow vulnerability in a way that reduces the likelihood of a successful attack during the interim. After identifying vulnerable computers, you can eliminate the vulnerability.

To eliminate the remote buffer overflow vulnerability:

9. If you can disrupt mail services during the upgrade procedure or if you plan to upgrade right away, disable the sendmail daemon on all vulnerable Unix computers and stop the sendmail service on all vulnerable Windows computers. This is the safest option because it eliminates the vulnerability immediately. To stop the daemon, complete the following steps:

u. To stop the daemon in Unix, use the ps -ef | grep sendmail command to find the daemon process, then stop the process with the kill -15 $daemonPID, where $daemonPID is the sendmail daemon process identifier. Since the sendmail daemon is normally configured to start from an rc file, this should keep the daemon from running unless you explicitly restart, re-HUP, or reboot the computer.

v. To stop the service in Windows, open the Services Control Panel, select the sendmail service, and then click Stop. This disables the service until you explicitly restart it or reboot the computer.

10. If you cannot disrupt mail services during the upgrade procedure or if you plan to upgrade sendmail sometime in the future, change the sendmail RunAsUser value to a user other than root on all vulnerable computers. You may need to create a new user account with limited permissions for this purpose. This option reduces the likelihood of a successful attack, but does not eliminate the vulnerability.

Notes:

· sendmail opens port 25 as root, then switches to the UID of the user account that corresponds with the RunAsUser value, which defaults to root. For more information about changing the RunAsUser value, see the sendmail documentation.

RunAsUser accounts with limited permissions may cause sendmail to generate significant errors. For sendmail to run reliably, the RunAsUser account must own the mail queue, it must be able to read include files and map files, it must be able to write to log files, and it may also be required to execute some programs; however, using a RunAsUser account with these permissions may be just as risky as running the sendmail daemon as root.

11. If you changed the RunAsUser value, restart the sendmail daemon or service by completing the following steps:

w. To restart the daemon in Unix, use the ps -ef | grep sendmail command to find the daemon process, then send the HUP signal by entering kill -HUP $daemonPID, where $daemonPID is the sendmail daemon process identifier.

x. To restart the service in Windows, open the Services Control Panel, select the sendmail service, and then click Restart.

12. Download the sendmail binaries or patches from http://www. sendmail.org. The current open source version of sendmail (8.12.8) does not require a patch for this vulnerability. Patches are available for sendmail versions 8.9, 8.10, 8.11, and 8.12. Versions of sendmail prior to 8.9 require a full upgrade to a patchable version or the current version. If you have a commercial version of sendmail, contact your vendor for upgrade media. For more information, see the sendmail.org site.

13. Follow the installation steps included with the patch or binary to apply upgrades to computers that are sendmail border MTAs. When the border MTA upgrades are complete, upgrade computers that are sendmail internal MTAs. 

Note:

Future versions of sendmail may be able to stop some attacks at the border MTA, but attackers are likely to find ways to route their attacks around this limited protection. For this reason, upgrade your internal MTAs at the same time that you upgrade the border MTAs.

14. If you changed the RunAsUser value and you are using the same configuration file, restore your original RunAsUser value.

15. Reboot the computer or restart sendmail using the appropriate options. For example, to start sendmail in daemon mode in Unix, enter /usr/sbin/sendmail -bd, where /usr/sbin is the path to the sendmail executable.

16. Use VSM or SA to confirm that only properly patched or upgraded versions of sendmail are running in daemon mode on your computers. For more information about using VSM or SA to identify vulnerable computers, see “Using VSM to Identify Vulnerable Unix Computers” on page 2 or “Using SA to Identify Vulnerable Unix or Windows Computers” on page 3.

