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ives you more precise control over how 
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etwork access useful Internet resources 
 inappropriate Web content. 
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What is Filtering by N2H2?
Filtering by N2H2 blocks inappropriate Web content, providing a safe, productive Inter-
net environment for your organization.

Filtering by N2H2 gives users in your organization access to Internet resources 
while minimizing the legal, productivity, and bandwidth concerns that the Web 
often introduces. 

Comprehensive, accurate Web content categorization

Filtering by N2H2 helps your organization harness the power of the Internet by 
giving you access to N2H2’s comprehensive database of categorized Web sites, 
the largest database of URLs available. N2H2 adds thousands of new entries per 
day through a combination of techniques, including: 

Sophisticated artificial intelligence technology that harvests suspect URLs and 
analyzes their content.

A team of expert human reviewers that analyzes Web site content and catego-
rizes sites accordingly. 

Customer suggestions, which N2H2 evaluates and adds to its database as appro-
priate.

It’s this unique blend of technology and human review that provides organiza-
tions with a superior filtering list.

Simple, secure, network-based administration

As a network-based filtering solution, Filtering by N2H2 operates at the server 
level on your Microsoft ISA Server, Microsoft Proxy Server, or other third-party net-
work device (such as your firewall, proxy server, or cache server) to provide fast, 
secure Internet connectivity while simplifying filtering management.

Using Filtering by N2H2, you create filters based on predefined and custom cate-
gories of Web content, determining which categories are blocked, monitored, or 
allowed under each filter. (You can also create lists of specific sites, file types, and 
keywords to block or allow for all users in your organization.)

Then you apply the filters to your network by turning on global filtering and/or 
assigning filters to individual users, groups, and IP addresses. To provide more 
flexibility, you can give specific users the ability to bypass filtering for a set period 
of time.

By letting you apply filter settings to users on your network through a single 
administrative console, Filtering by N2H2 provides a Web filtering solution that is 

flexible and easy to maintain, and that g
the Internet is used within your organiza

 

Filtering by N2H2 lets users on your n
while preventing them from viewing
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erview information or help with a specific 
use the Index or Search tabs. 

Or click the Help button. 

To view context-sensitive help, 
click the What’s This? button, 
and then click the item you want 
more information about. 
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Getting help
Use this guide, the Filtering by N2H2 Administrator’s Guide, and online help to learn 
more about Filtering by N2H2.

Viewing the online guides

There are two online guides included with Filtering by N2H2:

This Filtering by N2H2 Installation and Configuration Guide is geared toward sys-
tem administrators and others responsible for installing Filtering by N2H2 and 
configuring it to run on a network. It includes step-by-step procedures and a 
troubleshooting section.

The Filtering by N2H2 Administrator’s Guide is geared toward filtering administra-
tors and others responsible for implementing your organization’s filtering policy. 
It includes overviews of product concepts and features, as well as step-by-step 
procedures.

Use Adobe Acrobat® to view the guides online or to print them. To view the Filter-
ing by N2H2 guides, open the Program Files\N2H2Filtering folder, and then dou-
ble-click n2h2ifp_sys.pdf (Filtering by N2H2 Installation and Configuration Guide) or 
n2h2ifp.pdf (Filtering by N2H2 Administrator's Guide). 

For information on configuring your third-party network device (firewall, proxy 
server, or cache server) to work with Filtering by N2H2, go to the following site: 
www.n2h2.com/support/index.php. Click the link for your Filtering by N2H2 prod-
uct, and then click the appropriate configuration guide.

Looking at Filtering by N2H2 Help

Filtering by N2H2 Help provides instructions for using Filtering by N2H2. You can 
access help in several ways:

In the Filtering by N2H2 Manager. Right-click Filtering by N2H2 in the left 
pane, and then click Help. Or click the Help button on the toolbar.

From a property sheet or dialog box. To view context-sensitive help from 
within a dialog box or property sheet, click the Help button. Or click the What’s 
This? button on the title bar.

Contacting technical support

Technical support for Filtering by N2H2 is available on the Web. You can access 
N2H2 support resources at the following Web address: www.n2h2.com/support/

If you’re still unable to resolve a problem, call 800.246.1174 (in Seattle, call 
206.336.1559).

 

Click an item on the Contents tab for ov
task. To locate information by keyword, 

http://www.n2h2.com/support/index.php
http://www.n2h2.com/support/
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How Filtering by N2H2 works
Filtering by N2H2 includes five main components: N2H2 administration, the N2H2 IFP 
server, the N2H2 filter server, the N2H2 authentication server, and the N2H2 log 
server.

Filtering by N2H2 operates at the server level to filter the Web content you 
choose. To implement Filtering by N2H2 on your network, you can install the fol-
lowing N2H2 components:

N2H2 administration Provides the interface used to administer filtering.

N2H2 Internet Filtering Protocol (IFP) server Stores the filter settings you 
assign to users, groups, and IP addresses, as well as your local block and allow 
lists. When the N2H2 IFP server receives an IFP request from your network 
device, it sends the request and the user’s filter settings to the N2H2 filter server.

The N2H2 Web server is installed with the N2H2 IFP server component. This 
server returns N2H2's HTML pages (such as the redirect page) to users' comput-
ers. In addition, if you’re installing Filtering by N2H2 for Microsoft ISA Server or 
Filtering by N2H2 for Microsoft Proxy Server 2.0, a plug-in for these servers is 
automatically installed with the N2H2 IFP server component.

N2H2 filter server Downloads and stores site category information from the 
category database server located at N2H2. When the N2H2 filter server receives a 
request from the N2H2 IFP server, it checks the request against the stored cate-
gory data to determine whether the request should be blocked or allowed.

The N2H2 download service is installed with the N2H2 filter server component. 
This service downloads and processes the site information required for filtering.

N2H2 authentication server (optional) Facilitates transparent authentication 
of users on your network. This component only needs to be installed if you plan 
to implement transparent authentication on your Windows network.

N2H2 log server (optional) Stores the Web activity data used for reporting. 

N2H2 Reporting is a subcomponent of the N2H2 log server. It lets you view, 
print, and export Web activity reports.

You can install all of the N2H2 components on one computer, or install the com-
ponents on individual computers.

How the components work together

When a user requests a Web page, the request is sent to the N2H2 IFP server via 
your network device (or, if you’re using transparent authentication, the N2H2 
authentication server). The N2H2 IFP server combines the request with the filter 
settings specified for the user via the N2H2 administration component and sends 
this information to the N2H2 filter server. The N2H2 filter server then checks this 
information against its stored list of categorized Web sites. 

If the requested page is blocked under t
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Filtering by N2H2 requirements
Before you install Filtering by N2H2, make sure you have the necessary hardware, soft-
ware, and server configuration. 

Prior to installation, make sure that you have the hardware and software required 
to run Filtering by N2H2 on your network. 

Installation requirements
Filtering by N2H2 includes five components: N2H2 administration, the N2H2 IFP 
server, the N2H2 filter server, the N2H2 authentication server, and the N2H2 log 
server (includes N2H2 Reporting). Each component has specific installation 
requirements.

In a low-volume network environment, you can install more than one component on 
a computer, as long as the computer meets the installation requirements for all 
components installed.

The installation requirements for installing all components on a single computer 
are: 

750 MHz processor (1 GHz or higher recommended)

Microsoft Windows 2000 Server or Windows 2003 Server

Microsoft Internet Information Services (IIS) installed prior to Microsoft .NET 
Framework and listening on port 80

512 MB RAM (1 GB recommended)

6 GB disk space free

Network connection with Internet access

Microsoft .NET Framework 1.1

Microsoft SQL Server 2000 or Microsoft SQL Server 2000 Desktop Engine (MSDE 
2000) (can be installed on a separate computer)

The requirements for installing components on separate computers are:

N2H2 administration 

Microsoft Windows 2000, Windows XP Professional, or Windows 2003 Server

5 MB disk space free

N2H2 IFP server

Microsoft Windows 2000 Server or Windows 2003 Server

10 MB disk space free

If you’re installing Filtering by N2H2 for Microsoft ISA Server or Filtering by N2H2 
for Microsoft Proxy Server 2.0, be sure to install the N2H2 IFP server on your 
Microsoft ISA Server or Microsoft Proxy Server.

N2H2 filter server
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256 MB RAM (512 MB or higher recom

1.5 GB disk space free 

Network connection with Internet acc
Internet access)

N2H2 authentication server

Microsoft Windows 2000 Server or Wi

Microsoft Internet Information Servic

Must be installed on same domain as

N2H2 log server (includes N2H2 Repor

500 MHz processor (750 MHz or highe

Microsoft Windows 2000 Server or Wi
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4 GB disk space free
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Installing Filtering by N2H2
Download Filtering by N2H2 and install its components.

To install Filtering by N2H2, download it from the N2H2 download Web site, and 
then run Setup.

Downloading and installing Filtering by N2H2

When you sign up for Filtering by N2H2, you select a personal identification num-
ber (PIN). N2H2 also provides an account ID and password for your organization. 
Use this information to download Filtering by N2H2.

Once you’ve downloaded Filtering by N2H2, you can install each of the N2H2 
components. In a low-volume network environment, you can install two or more 
components on a single computer; in an environment with higher network vol-
umes, it’s better to install each component on a separate computer. 

When installing components on separate computers, it’s best to install them in the 
following order: N2H2 filter server, N2H2 log server, N2H2 IFP server, N2H2 
administration, and N2H2 authentication server.

To install Filtering by N2H2

1 Access the N2H2 download Web site.

2 Choose whether to run the installation program from its current location or 
save it to disk, and then click OK.

If you chose to run the program from its current location, Filtering by 
N2H2 Setup opens. 

If you chose to save the program to disk, specify where you want to save 
the program. After the program file is saved, open the file from this loca-
tion.

3 Follow the prompts in Setup.

Installing an N2H2 filter server

When you install an N2H2 filter server, you must enter your organization’s account 
ID, password, and PIN. N2H2 uses this information to register the N2H2 filter 
server immediately after installation.

Note that Setup installs the N2H2 download service on the same computer as the 
N2H2 filter server. Once N2H2 registers the filter server, the N2H2 download ser-
vice downloads and processes the Web content information required for filtering. 

Initial download processing may take up to an hour to complete, depending on the 
speed of your connection. Subsequent downloads take less time. Filtering is unavail-
able on this filter server until download processing is finished.

Installing N2H2 Reporting

Before installing N2H2 Reporting (a subc
must install a reporting database: either
SQL Server 2000 Desktop Engine (MSDE 
from N2H2. (Microsoft SQL Server 2000 i
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Overview of setting system options
Access Filtering by N2H2 settings and set general system options.

After you install Filtering by N2H2, you can access Filtering by N2H2 settings and 
modify system options. 

Turn filtering on and off as necessary. For more information, see “Setting basic 
system options” on page 13.

Choose whether to allow full Web access or no Web access if filtering is unavail-
able. For more information, see “Setting basic system options” on page 13.

Specify a custom redirect page (also called a block page) that displays when users 
try to access blocked content. For more information, see “Setting basic system 
options” on page 13.

Turn on Virtual Inspector™ and Virtual Reviewer.™ For more information, see 
“Setting basic system options” on page 13.

Specify an e-mail address to receive site review requests, monitor with warning 
notifications, and override notifications. You can also choose under what cir-
cumstances monitor with warning notifications are sent to you. For more infor-
mation, see “Setting notification options” on page 14.

Change the settings for three N2H2 server components: the N2H2 filter server, 
N2H2 log server, and N2H2 Web server. For more information, see “Specifying 
N2H2 server settings” on page 15.

Schedule the N2H2 filter server(s) on your network to download the latest Web 
information from N2H2. For more information, see “Getting updated Web infor-
mation” on page 16.

Specify advanced settings, such as turning off multiple warnings for a certain 
period of time after a user bypasses a warning page. For more information, see 
“Setting advanced options” on page 17.

Accessing Filtering by N2H2 settings

You can access Filtering by N2H2 settings through the Windows Start menu. In 
addition, because Filtering by N2H2 is distributed as a Microsoft Management 
Console (MMC) snap-in, you can combine it with other management tools to cre-
ate a custom administrative console.

To access Filtering by N2H2 settings through the Start menu

1 On the Windows Start menu, point to Programs, and then point to the Filter-
ing by N2H2 program group.

2 Click Filtering by N2H2.

3 In the list pane, double-click the sett

 

Open Filtering by N2H2, and then d
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Setting basic system options
Choose whether users can access the Web if filtering is unavailable. You can also spec-
ify your own redirect page.

Once you’ve opened Filtering by N2H2, you can set general system options.

To specify Filtering by N2H2 settings

1 Open Filtering by N2H2 and double-click Set System Options.

2 On the General tab, click On to turn on Filtering by N2H2.

Filtering by N2H2 is turned on by default. To turn off filtering, click Off.

3 Choose to block all Web access or allow unfiltered Web access if Filtering by 
N2H2 is unavailable.

This “safety net” feature lets you indicate what type of Web access is available 
to users on your network if filtering is temporarily unavailable. If you’ve cho-
sen to block or allow specific sites under Create Global Lists, these sites are 
always blocked or allowed, regardless of whether filtering is available. (Users 
with override privileges can always access the Web, even if all Web access is 
blocked for other users.)

4 To specify a URL for a custom redirect page (also called the block page), in the 
Location of Redirect Page box, type the URL for the redirect page to display 
when users try to access inappropriate content.

Leave the box empty to use the default redirect pages provided by N2H2. If you 
specify a URL for a custom redirect page, it must point to a page located on a 
Web server. For information on using CGI parameters to enhance a custom redi-
rect page, see “Modifying the default redirect page” on page 28.

5 To maximize Filtering by N2H2’s effectiveness for your organization, turn on 
Virtual Inspector™ and Virtual Reviewer.™

Virtual Inspector. Analyzes the data in your log files and forwards URLs 
that meet certain criteria to N2H2 for review and categorization. This lets 
you tailor N2H2’s database to your organization’s Web activity patterns.

Virtual Reviewer. Reviews your global block list each night, removing URLs 
that have been categorized by N2H2. (You’ll receive an e-mail notification 
each time a URL is removed.) This helps you keep your global block list as 
compact and efficient as possible.

For more information on Virtual Inspector and Virtual Reviewer, see “Using Vir-
tual Inspector™ and Virtual Reviewer™” on page 30. For more information on 
the global block list, see the Filtering by N2H2 Administrator’s Guide.

6 Click OK.

Tips on using Virtual Reviewer

To prevent Filtering by N2H2 from rem
[lock] before the item. For example, if
www.sports.com cannot be automati

Virtual Reviewer doesn’t review or rem
an asterisk) within the host name or p
may remove URLs that have a wildcar
example, www.site.com*). 

It’s recommended that you replace wild
domains you want to block. Minimizing
improves filtering performance.

For more information on creating a glob
Administrator’s Guide.

You can also turn on 
Virtual Inspector and 
Virtual Reviewer.

Specify a custom redi-
rect page if you don’t 
want to use the default 
redirect page.

Turn Filtering by 
N2H2 on and off as 
necessary and choose 
to block or allow Web 
access if filtering is 
unavailable.
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Setting notification options
To receive notifications about Web activity on your network, enter your e-mail address.

You can specify preferences for receiving notifications about Web activity and Fil-
tering by N2H2 system events on your network.

To set notification options

1 Open Filtering by N2H2 and double-click Set System Options.

2 Click the Notifications tab.

3 In the Administrator's E-mail Address box, type the e-mail address where site 
review requests, monitor with warning notifications, override notifications, 
and Virtual Reviewer™ notifications should be sent.

4 In the SMTP Server box, type the network address or IP address of the mail 
server.

5 Under Monitor with Warning Notifications, choose an option for receiving 
e-mail notifications when users bypass the warning page and access sites in 
categories you've chosen to “Monitor with Warning.”

Click Don't Send Me Warning Notifications if you don't want to receive 
e-mail notifications when users choose to bypass the warning page.

Click Send Me Warning Notifications if you want to receive e-mail notifica-
tions when users choose to bypass the warning page. 

6 If you chose to receive warning notifications, check Only If a User Bypasses 
the Warning Page to receive notifications only after a user bypasses the warn-
ing page a specific number of times within a certain period.

7 Type a number or click an arrow to specify the number of times that a user 
must bypass the warning page within a certain period in order to trigger the 
e-mail notification. Then type a number or click an arrow to specify the num-
ber of minutes in that period.

8 Click OK.

The SMTP client used by the N2H2 IFP server does not support authentication or 
encryption. Therefore, be sure your SMTP server does not require the machine you 
installed the IFP server on to authenticate or encrypt the SMTP session.

To receive e-mail 
notifications, 
type your e-mail 
address and the 
address of the 
SMTP server.

If you chose to receive w
circumstances the notif

Then choose 
whether to 
receive notifica-
tions when users 
bypass the warn-
ing page.
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Specifying N2H2 server settings
Specify settings for your Filtering by N2H2 servers.

Specify settings for the N2H2 filter server (or servers), N2H2 Web server, and N2H2 
log server installed on your network. To modify N2H2 IFP server settings, see chap-
ter 4, “Managing N2H2 IFP servers.”

Specifying N2H2 filter server settings

N2H2 filter servers download and store Web content information, as well as check 
user site requests.

You can install multiple N2H2 filter servers. When installed in an array (or cluster), 
multiple N2H2 filter servers ensure that Web filtering remains available when a 
server is down or processing an update; they also share the server load to improve 
network performance during heavy traffic periods.

To add or change settings for an N2H2 filter server

1 Open Filtering by N2H2 and double-click Set System Options.

2 On the Servers tab, click Add to add a new N2H2 filter server. Or click Change 
to change settings for an existing N2H2 filter server.

3 In the N2H2 Filter Server box, type the address of the filter server.

The address can be the server’s IP address, host name, or fully qualified 
domain name (FQDN). Be sure to specify a routable address, not a relative 
address (such as localhost).

4 Schedule this filter server to download Web content updates.

For more information on scheduling downloads, see “Getting updated Web infor-
mation” on page 16.

5 If this N2H2 filter server accesses the Internet through a proxy server, click 
Proxy Settings and specify the address and port of the proxy server.

This is only necessary if the filter server doesn't access the Internet directly.

6 Click OK, and then click OK again.

To remove an N2H2 filter server

1 Open Filtering by N2H2 and double-click Set System Options.

2 On the Servers tab, click the server you want to delete, and then click Remove.

3 Confirm that you want to remove the filter server, and then click OK.

Specifying N2H2 Web server settings

The N2H2 Web server returns N2H2's HTML pages (such as the redirect page) to 
users' computers. 

To specify settings for the N2H2 Web s

1 Open Filtering by N2H2 and double-

2 Click the Servers tab.

3 In the N2H2 Web Server Port box, ty
N2H2 Web server to use. 

4 In the Domain Name box, type the d
Web server resides on.

It is only necessary to specify a dom
network than the N2H2 Web server
name.

5 Click OK.

Specifying N2H2 log server sett

Specify the address for your N2H2 log se
data used for reporting.

To set logging options

1 Open Filtering by N2H2 and double-

2 Click the Logging tab.

3 In the N2H2 Log Server box, type the
data for your network should be sto

The address can be the server's IP ad
domain name (FQDN). Be sure to spe
address (such as localhost). 

4 Choose how many days to keep log 

Click Remove Log Files After [X] D
period of time, and then specify 

Click Don't Remove Log Files to k

5 Click OK. 

To configure the N2H2 servers on your ne



Setting system options

tion immediately

click Set System Options.

 and then click Change.

filter servers on your network.
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Getting updated Web information
Configure Filtering by N2H2 to download the latest Web content updates to your N2H2 
filter server(s) when you specify.

To provide the most up-to-date categorization of content on the Web, Filtering by 
N2H2 regularly downloads Web content updates from N2H2 to the N2H2 filter 
server (or servers) on your network. You choose when each N2H2 filter server 
downloads these updates.

Scheduling Web information downloads

For each N2H2 filter server on your network, choose when and how often to 
download Web content updates from N2H2. 

For about three minutes during update processing, an N2H2 filter server cannot 
filter Web requests. If you have one N2H2 filter server on your network, schedule 
downloads to take place when users aren’t browsing the Web. If you have multi-
ple N2H2 filter servers, schedule each filter server to download Web content 
updates at a different time so that Web filtering is always available.

If Filtering by N2H2 is unable to download an update after repeated attempts, it 
continues to filter Web site requests using the most recent update received. 

To schedule Web content information downloads

1 Open Filtering by N2H2 and double-click Set System Options.

2 Click the Servers tab.

3 Choose the N2H2 filter server to schedule downloads for.

To schedule downloads for a new N2H2 filter server, click Add, and then 
type the address of the filter server in the N2H2 Filter Server box.

To schedule downloads for an existing N2H2 filter server, click the filter 
server in the list, and then click Change.

4 Specify the time for the download.

Downloads occur within an hour of the time you set. For example, if you choose 
2 A.M., the server downloads the information between 2 A.M. and 3 A.M. 
according to the clock on your local N2H2 filter server.

5 Click Daily or Once a Week to choose how often to download Web content 
updates from N2H2.

To provide the most accurate Web content filtering on your network, it’s recom-
mended that you download updates daily.

6 If you chose to download updates once a week, choose the day of the week 
for the download.

7 Click OK, and then click OK again.

To get the latest Web content informa

1 Open Filtering by N2H2 and double-

2 Click the Servers tab.

3 Click an N2H2 filter server in the list,

4 Click Download Now.

5 Click OK.

6 Repeat steps 3–5 for all other N2H2 

Specify the time for 
the download. 
Downloads occur 
within an hour of the 
time you set. 

You can download 
updates daily or once a 
week on a specific day. 

To download the latest 
update immediately, 
click Download Now. 
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Setting advanced options
Specify advanced system options for Filtering by N2H2.

Use the Advanced tab to turn off multiple warnings for a certain period of time 
after a user bypasses the warning page.

Turning off multiple warnings

When you create a filter, you can set categories within that filter to Monitor with 
Warning. Then, when a user you’ve assigned that filter to attempts to access a site 
in a category set to Monitor with Warning, he or she sees a warning page. The user 
can then choose to bypass the warning page and view the site. 

To prevent users from encountering additional warnings for sites in the same cate-
gory as the site for which they bypassed an initial warning page, turn off multiple 
warnings. You can specify how long to turn off multiple warnings after the initial 
warning is bypassed.

For example, let’s say that Mary, a user on your network, tries to access 
www.espn.com. Because the Sports category is set to Monitor with Warning under 
the filter you’ve assigned to her, Filtering by N2H2 displays a warning page. Mary 
decides to bypass the warning page and view the site. 

If you’ve turned off multiple warnings, Mary can navigate to different areas within 
www.espn.com, as well as to other sites in the Sports category, without encoun-
tering additional warning pages for the amount of time you’ve specified. If you 
haven’t turned off multiple warnings, Mary sees a warning page each time she 
tries to access a different page within www.espn.com, as well as when she tries to 
access other sports-related sites.

To turn off multiple warnings

1 Open Filtering by N2H2 and double-click Set System Options.

2 Click the Advanced tab.

3 Check Don’t Show Warning Page Again to turn off additional warnings for 
sites in the same category after a user bypasses the initial warning page.

4 Specify how long to turn off additional warnings after a user bypasses the ini-
tial warning page.

5 Click OK.

To turn off multiple 
warnings, click Don’t 
Show Warning Page 
Again, and then spec-
ify how long to turn off 
warnings after a user 
bypasses an initial 
warning page.
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Overview of N2H2 IFP servers
Specify IFP server settings for Filtering by N2H2. 

The N2H2 Internet Filtering Protocol (IFP) server stores your filter settings, includ-
ing user and group information and the global block and allow lists. When the 
N2H2 IFP server receives a Web request from your network device, it sends the 
request and the user’s filter settings to the N2H2 filter server on your network. The 
N2H2 filter server checks the request against the most recent categorization infor-
mation downloaded from N2H2, and then determines whether to block or allow 
the request.

You can install multiple N2H2 IFP servers on your network to support high net-
work volumes. If you install multiple N2H2 IFP servers, create an array of N2H2 IFP 
servers. For information on arrays of N2H2 IFP servers, see “Creating arrays of N2H2 
IFP servers” on page 21.

Specifying the address of the N2H2 IFP server

To administer Filtering by N2H2 remotely, install N2H2 administration and the 
N2H2 IFP server on separate computers, and then specify the address of the server 
where the N2H2 IFP server is installed.

You must be a member of the local administrator group on the computer that the 
N2H2 IFP server is installed on.

To specify the address of the N2H2 IFP server

1 Open Filtering by N2H2. 

2 Right-click Filtering by N2H2 in the tree pane on the left, and then click 
Remote Administration. 

3 Type the address of the server where the N2H2 IFP server is installed. If you 
installed multiple N2H2 IFP servers, type the address of any server where an 
N2H2 IFP server is installed.

The address can be the server's IP address, host name, or fully qualified 
domain name (FQDN). Be sure to specify a routable address, not a relative 
address (such as localhost).

4 Click OK.

 

You can install N2H2 administration and t
If you move the N2H2 IFP server after inst

Right-click Filtering by 
N2H2 in the tree pane, and 
then click Remote Adminis-
tration. 

Type the address of the 
server where the N2H2 IFP 
server is installed.
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Specifying N2H2 IFP server settings
Change the port settings and IP address setting for your N2H2 IFP server(s) as neces-
sary.

Specify settings for the N2H2 IFP server(s) on your network. If you have an array of 
N2H2 IFP servers, the port settings are propagated to all N2H2 IFP servers in the 
array. The IP address setting is not propagated.

To specify general IFP server options

1 Open Filtering by N2H2 and double-click Manage IFP Servers. 

2 Change your port settings as necessary.

To listen for IFP requests using TCP, in the TCP Port box, type the port 
number the N2H2 IFP server listens for IFP requests on.

To listen for IFP requests using UDP, in the UDP Listen Port box, type the 
port number the N2H2 IFP server listens for IFP requests on. 

To reply using UDP, in the UDP Reply Port box, type the port number the 
N2H2 IFP server sends IFP responses to.

To reply to the port that the sender used to send the request, type 0 (zero) in the 
UDP Reply Port box.

3 If you want the N2H2 IFP server to listen for IFP requests on one IP address 
only, type the IP address to listen on. 

To listen for IFP requests on all of the N2H2 IFP server's IP addresses, leave this 
box empty.

4 Click OK.

Be sure to configure your network device to use the port number(s) you specified.

Disabling TCP or UDP

By default, Filtering by N2H2 listens for IFP requests using two protocols, TCP and 
UDP. If you want, disable the protocol not in use on your network. 

To disable TCP

In the TCP Port box, type 0 (zero).

To disable UDP

In the UDP Listen Port box, type 0 (zero).

Specify the TCP port and/or UDP ports to

To listen for IFP reque
IP address you want t

To disable TCP or 
UDP, type 0 (zero).

To reply to the 
port that the 
sender used to 
send the request, 
type 0 (zero).
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Creating arrays of N2H2 IFP servers
Create an array to easily update settings on multiple N2H2 IFP servers.

If you installed multiple N2H2 IFP servers to handle high network volumes, create 
an array of N2H2 IFP servers. An array of N2H2 IFP servers automatically propa-
gates filter settings to each member in the array.

Special notes about arrays of N2H2 IFP servers:

There are no master servers or client servers in arrays of N2H2 IFP servers. 

You must have administrative permissions to all servers in the array to join the 
array. 

New member servers take on the array's filter settings. 

To create an array of IFP servers

1 Open Filtering by N2H2 and double-click Manage IFP Servers. 

2 Click the Arrays tab. 

3 Click Include This Server in Array. 

“This Server” is the N2H2 IFP server specified under Remote Administration. 
For information on specifying an N2H2 IFP server under Remote Administra-
tion, see “Overview of N2H2 IFP servers” on page 19.

4 Choose whether to create a new array or join an existing array. To join an 
existing array, type the address of any N2H2 IFP server currently in the array.

The address can be the server's IP address, host name, or fully qualified 
domain name (FQDN). Be sure to specify a routable address, not a relative 
address, (such as localhost).

5 Click OK. 

View the members in the array on the Arrays tab. To add an N2H2 IFP server to 
the array, click Add Another Server. Type the address of the N2H2 IFP server 
you want to add, and then click OK.

To change the array an N2H2 IFP server belongs to, first remove it from the current 
array. Then open Filtering by N2H2 from a computer in the new array, and add the 
N2H2 IFP server.

To remove an IFP server from an array

1 Open Filtering by N2H2 and double-click Manage IFP Servers. 

2 Click the Arrays tab. 

In the Servers in the Array list, click the N2H2 IFP server you want to remove 
from the array, and then click Remove Selected Server. 

3 Confirm that you want to remove this N2H2 IFP server, and then click OK.

 

To create an array of N2H2 IFP servers, 
click Include This Server in Array. 

Choose whether to create a new 
array or join an existing array.
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 transparent authentication, just type the 
the To box empty.

ption of the IP address or address range.

n IP address or address range that you’ve 
thentication, remove the address or 
lude.

f an excluded IP address or range

anced. 

ss range in the list, and then click Remove.

parent authentication of this IP address 

indows network based on their 
sparent Authentication.

Specify the name of the authenti-
cation server, as well as how long 
to associate a user’s logon with a 
particular IP address.

You can also click Advanced to 
exclude specific IP addresses and 
address ranges from transparent 
authentication.
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Using transparent authentication
Turn on transparent authentication on your Windows network.

Use the Authentication tab to allow transparent authentication on a Windows 
network. Transparent authentication lets you associate a user’s network logon 
with a particular IP address for a specific period of time; thus, users are not 
required to enter their logon information each time they open a Web browser.

The N2H2 authentication server must be installed and running before you config-
ure transparent authentication.

To use transparent authentication

1 Open Filtering by N2H2 and double-click Manage IFP Servers. 

2 Click the Authentication tab.

3 Check Use Transparent Authentication.

4 Type the name of the server used for authentication. 

The server name must be a Windows name; it cannot contain periods (.) and 
therefore cannot be an IP address or a FQDN. In addition, this server must be a 
member of the same domain, or of another trusted domain, where authentica-
tion is taking place.

5 In the Authentication Duration list, click the length of time to associate a 
user’s Windows logon with a particular IP address. 

When you specify a new duration setting, it takes effect the next time a user is 
authenticated. Any currently authenticated users still have the remainder of 
their original authentication time.

6 To exclude certain IP addresses from transparent authentication, click 
Advanced.

For more information on excluding IP addresses from transparent authentica-
tion, see the procedure below.

7 Click OK.

You can also exclude certain IP addresses and address ranges from transparent 
authentication as necessary.

To exclude IP addresses from transparent authentication

1 On the Authentication tab, click Advanced. 

2 Click Add to add a new IP address or address range to exclude. Or click an 
existing IP address or address range in the list, and then click Change.

3 In the From box, type the first IP address in the address range to exclude.

4 In the To box, type the last IP address in the address range to exclude.

To exclude a single IP address from
address in the From box and leave 

5 In the Description box, type a descri

6 Click OK, and then click OK again.

To allow transparent authentication of a
previously excluded from transparent au
range from the list of IP addresses to exc

To allow transparent authentication o

1 On the Authentication tab, click Adv

2 Click an existing IP address or addre

3 Confirm that you want to allow trans
or range.

4 Click OK.

To transparently authenticate users on a W
network logon information, click Use Tran

Click Add to specify IP addresses 
to exclude from transparent 
authentication. 

Or click an existing IP address or 
range in the list, and then click 
Change to modify the address 
range, or Remove to delete it.
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ly after I download an update.
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 N2H2 filter server processes updates, it’s 
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erent time so that Web filtering is always 
uling downloads, see “Getting updated 

oading.

 N2H2 filter server may be unable to 

des on N2H2’s network, is temporarily 
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lso try downloading the update manu-
ng updates manually, see “Getting 

 access

he Web. 

e General tab under Set System Options. 
u’ve chosen to block all Web access when 
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Troubleshooting Filtering by N2H2
Resolve problems related to Filtering by N2H2.

This chapter provides suggestions for resolving problems related to Filtering by 
N2H2.

If you’re unable to resolve a problem on your own, access online support 
resources at www.n2h2.com/support/ or call 800.246.1174 (in Seattle, call 
206.336.1559).

Problems with installing Filtering by N2H2

I can’t install the filter server component.

Make sure that the computer you want to install the N2H2 filter server on can con-
nect to the Internet. 

When you install the N2H2 filter server, you must register it by entering your Fil-
tering by N2H2 account information, as well as an ID for the computer. Registra-
tion takes place automatically over the computer’s Internet connection. 

To run N2H2 Filter Server Setup again, open the Program Files folder on the com-
puter where you installed the N2H2 filter server. Double-click the N2H2Filtering 
folder, and then double-click SignUpWin.exe.

I didn’t register the filter server component when I first installed it, 
but I want to register it now.

To register the filter server component, run N2H2 Filter Server Setup: On the com-
puter where you installed the filter server component, open the Program Files 
folder. Double-click the N2H2Filtering folder, and then double-click
SignUpWin.exe.

Filtering by N2H2 Setup stalls when I try to add or remove Filtering by 
N2H2 components.

Use Windows Task Manager to close Filtering by N2H2 Setup, and then try again.

I’ve just installed Filtering by N2H2 for Microsoft ISA Server. How do I 
configure my ISA Server to work with Filtering by N2H2? 

If you’re using Filtering by N2H2 for Microsoft ISA Server, you must configure your 
ISA server to work with Filtering by N2H2. To do this, open ISA Server Manage-
ment and do the following:

Set your Microsoft ISA Server to allow HTTP and DNS traffic. To do this, create 
and enable HTTP Filter and DNS Filter.

Create a site and content rule that for
Server; or, create a global rule for the 
cated users to enter a user name and 
for specific users and groups on your 

For more information on configuring Mi
Server Help.

Problems with downloadin

Filtering isn’t available immediate

Each time you download a Web content 
upon download completion. It takes abo
after the service restarts, and filtering is 
Windows Event Log to view update proc

Because filtering is unavailable while the
recommended that you schedule downl
the Web. Or, if you have multiple N2H2 fi
download Web content updates at a diff
available. For more information on sched
Web information” on page 16.

Web content updates aren’t downl

There are a number of reasons why your
download Web content updates.

The N2H2 database server, which resi
down. 

The account certificate you received f

Your Filtering by N2H2 trial period or 
support at 800.971.2622 (in Seattle, 2

In most cases, Filtering by N2H2 can cont
using the last update received. You can a
ally. For more information on downloadi
updated Web information” on page 16.

Problems with filtering Web

Users on my network can’t access t

View the default Web access option on th
If your N2H2 filter server is down and yo

http://www.n2h2.com/support/
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 it as the global filter for your network.

click Define Filters.

 then click Add Category. 
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gory that prevents access to all Web sites 

K.
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ywords to you want to allow.

tes, file types, and keywords, see the Filter-
.

dd Filter.

ptive name for the filter.

he block category you just created, and 
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Filtering by N2H2 is unavailable, users on your network cannot access the Web. 
(Users with override privileges can always access the Web, even if all Web access is 
blocked for other users.)

To let users access the Web while filtering is unavailable, choose Allow Unfiltered 
Web Access. For more information on setting default Web access options, see “Set-
ting basic system options” on page 13.

Users on my network can access any Web site regardless of the filter 
settings applied.

View the default Web access option on the General tab under Set System Options. 
If your N2H2 filter server is down and you’ve chosen to allow all Web access when 
Filtering by N2H2 is unavailable, users on your network can access any Web site 
allowed under your Microsoft ISA Server, Microsoft Proxy Server, or network 
device settings.

To prevent users from accessing the Web when filtering is unavailable, choose 
Block All Web Access. For more information on setting default Web access 
options, see “Setting basic system options” on page 13.

I added a site to my global block list, but it’s still allowed.

Filtering by N2H2 uses a “longest path wins” rule to determine how sites that 
appear in both the global allow and block lists are handled. 

For example, if you add www.cnn.com to your global block list and 
www.cnn.com/business to your global allow list, users can’t view any pages at 
www.cnn.com except those with www.cnn.com/business in their URLs. (Thus, they 
can view www.cnn.com/business/stocks, but not www.cnn.com/sports.)

Check your global allow list to see if it contains the same site or domain, and then 
modify the global lists as necessary. For more information on blocking and allow-
ing sites, see the Filtering by N2H2 Administrator’s Guide.

I added a site to my global allow list, but it’s still blocked.

Filtering by N2H2 uses a “longest path wins” rule to determine how sites that 
appear in both the global allow and block lists are handled. If a site appears in 
both global lists, and the site path is longer in the global block list, Filtering by 
N2H2 denies access to the site.

For example, if you add www.cnn.com to your global allow list and www.cnn.com/
sports to your global block list, users can view all pages at www.cnn.com except 
those with www.cnn.com/sports in their URLs. (Thus, they can view 
www.cnn.com/business, but not www.cnn.com/sports/tennis.)

Check your global block list to see if it contains the same site or domain, and then 
modify the global lists as necessary. For more information on blocking and allow-
ing sites, see the Filtering by N2H2 Administrator’s Guide.

If you’re using Filtering by N2H2 for Micr
access rules set up under ISA Server Man
ing by N2H2 but blocked under ISA Serv
network can’t view it.

For more information on setting ISA site
Server Help.

I want to give users access to only 

To let users on your network access only
create a “white list” filter and then apply

1 Open Filtering by N2H2 and double-

2 Click the Custom Categories tab, and

3 In the Name box, type a name for th
identify the category as a block cate
except the few that you specify.

4 Click Block.

5 Type an asterisk (*), and then click O

6 Click Add Category again.

7 In the Name box, type a name for th
should identify this category as the 
of sites you want to allow.

8 Click Exception.

9 Type the Web sites, file types, and ke

For information on entering Web si
ing by N2H2 Administrator’s Guide

10 Click OK.

11 Click the Filters tab, and then click A

12 In the Filter Name box, type a descri

13 Click the drop-down menu next to t
then click Block.

14 Click the drop-down menu next to t
and then click Allow.

15 Click OK, and then click OK again.

16 Double-click Assign Filters.

17 On the Global tab, check Global Filte
ated. 

18 Click OK.
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I added a new user to an existing group on my network, but the filter 
settings I’ve assigned to that group aren’t being applied to the user.

By default, Filtering by N2H2 applies group filter settings to new group members 
every morning at 4 A.M. To apply group filter settings to the new group member 
immediately, stop and restart the N2H2 IFP service. 

I want to control how often user and group information is updated.

Filtering by N2H2 updates group and user information as follows: every morning 
at 4 A.M.; each time changes are applied in the Filtering by N2H2 interface; and 
each time the N2H2 IFP service is restarted. 

To best suit your organization’s needs, you can change how often Filtering by 
N2H2 updates user and group information. 

1 Access the registry on the computer where the N2H2 IFP server is installed.

2 Select the N2H2 folder under HKLM\SOFTWARE.

3 To limit the conditions under which user and group information is updated, 
change the value of the DynamicGroupRefresh key to 1.

When the value is set to 1, user and group information is updated only if these 
three conditions are met: 1) the N2H2 IFP server receives a request from a user 
that does not have an individual filter assignment; 2) one or more groups in 
your organization have filter assignments; and 3) the user’s information is not 
cached. If all conditions are true, Filtering by N2H2 retrieves the user’s group 
membership information from Active Directory. This information is then 
cached as described in step 4.

4 Choose how long Filtering by N2H2 caches information. 

To flush the cache every X hours, change the value of the GroupRefresh-
Frequency key to P:number, where number is an integer greater than 0.
For example, to flush the cache every 12 hours, the GroupRefreshFre-
quency value would be P:12

To flush the cache every day at the same time, change the value of the 
GroupRefreshFrequency key to D:number, where number is an integer 
between 0 and 23 that corresponds to the hour of day in military time.
For example, to flush the cache every day at 7 PM, the GroupRefreshFre-
quency value would be D:19

By default, Filtering by N2H2 flushes the cache every morning at 4 A.M. (D:4).

5 Restart the N2H2 IFP service.

6 Repeat steps 1 through 5 for all N2H2 IFP servers.

Filtering by N2H2 caches information using the GroupRefreshFrequency setting 
regardless of whether DynamicGroupRefresh is set to 0 or 1.
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Appendix A:

Modifying the default redirect page
Customize N2H2’s default redirect page for your organization.

N2H2 provides a default redirect page, as well as other default Web pages that 
may appear when a user attempts to access content that is blocked or monitored. 
These pages include functionality that let users submit site review requests, tem-
porarily override filtering, and so on. You can customize these pages as necessary.

To customize the default redirect pages provided by N2H2

1 Using an HTML editor or text editor, access the Program Files\N2H2Filtering\
html folder, and open the HTML file for the redirect page you want to custom-
ize.

2 Edit the file as necessary. 

You can add and modify images, colors, fonts, spacing, tables, frames, and so 
on. However, to retain the functionality of the page, do not modify the exist-
ing formatting parameters (such as %url%, %clientip%, and other items for-
matted as %xxxx%) and certain tags (such as <a href=>, <form method=>, 
and <input type=>).

3 Save the file under the same name in the Program Files\N2H2Filtering\html 
folder. Do not change the file's name or location.

4 Restart the N2H2 IFP server to display the modified HTML file. 

Notes on customizing the default redirect pages

The default redirect pages available for modification include block, error, and 
warning pages, authorized override pages, review request pages, and restore fil-
tering pages. 

If you have multiple IFP servers in an array, you must copy the customized page 
to the Program Files\N2H2Filtering\html folder on all IFP servers. 

To restore an original version of a redirect page, access the Program 
Files\N2H2Filtering folder and open the n2h2html.zip file. This file contains all 
original redirect page files.

It is possible for resourceful users to access any file stored in the Program 
Files\N2H2Filtering\html folder via their Web browsers. Therefore, be sure that 
only those files that you want to return to users (such as redirect pages and any 
images you've included on these pages) are stored in this folder 
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Appendix B:

Creating redirect pages
To enhance your custom redirect page, you can incorporate CGI parameters to display 
details about redirected URLs.

! You must have significant knowledge of Web page design and CGI scripting to suc-
cessfully use the following parameters. Because there are numerous ways to create 
Web pages that use CGI parameters, you should consult your own Web design and 
scripting resources when creating these pages. 

To use a custom redirect page that is saved on your own Web server, you specify 
the page's location in the Location of Redirect Page box on the General tab (under 
Set System Options). You can also enter CGI parameters in the Location of Redi-
rect Page box. For more information on specifying a custom redirect page, see 
“Setting basic system options” on page 13.

If you’re familiar with implementing CGI scripts on Web pages and want to include 
specific information about the redirected request on your custom redirect page, 
you can use the following CGI parameters. You must enter these parameters in the 
Location of Redirect Page box, as part of the custom redirect page URL. 

%url% The URL that was requested. 

%ip% The IP address of the URL that was requested. 

%clientip% The IP address of the client that made the request. 

%cats% The category (or categories) that the requested URL falls into. For pre-
defined categories, the value is replaced with an abbreviated name. For custom 
categories, the value is replaced with a full names. (You can translate abbrevi-
ated names to display more meaningful information.) 

%username% The user name of the client that made the request. If the user 
name is unknown because authentication is not enforced, the value may be 
replaced with “anonymous,” or it may be an empty string. 

%replycode% The action taken. Depending on the filter settings, the value is 
replaced with “block,” “warn,” or “error.” 

For example, let's say you want the redirect page to show the URL of the site that a 
user attempted to access, the category the site was blocked under, and the IP 
address of the computer used to access the site. You would type the following 
URL in the Location of Redirect Page box: http://intranet.mycompany.com/
block.html?url=%url%&category=%cats%&clientip=%clientip%

Using these parameters, if you've chosen to block access to sites in the Search 
Engines category, and a user requests http://www.google.com, the result would 
be: http://intranet.mycompany.com/block.html?url=http%3A%2F%2Fwww.goo-
gle.com&category=SE&clientip=192.168.0.1
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Appendix C:

Using Virtual Inspector™ and Virtual Reviewer™
Use Filtering by N2H2’s Virtual Inspector and Virtual Reviewer features to maximize the 
efficiency and effectiveness of your filtering implementation. 

Virtual Inspector and Virtual Reviewer are powerful features that let you tailor 
N2H2’s filtering database to your organization’s filtering patterns, as well as 
improve the efficiency of your global block list.

Note that you can turn Virtual Inspector and Virtual Reviewer on and off whenever 
you choose. For step-by-step procedures on turning these features on and off, see 
“Setting basic system options” on page 13.

Using Virtual Inspector 

Through intelligent analysis of the URL data in your Web activity logs, Virtual 
Inspector gives you a secure, private, and efficient way to:

Protect users from inadvertently accessing offensive Web material by ensuring 
that uncategorized sites are promptly reviewed and added to N2H2's filtering 
database. 

Stop Web abuse by preventing persistent users from repeatedly circumventing 
your organization's filtering policy. 

Allow the Web sites that are accessed most frequently by users in your organiza-
tion to be reviewed regularly for changes that could affect categorization. 

When analyzing your log files, Virtual Inspector doesn't just look for uncatego-
rized Web sites. Instead, it uses a targeted criteria set to pinpoint only those spe-
cific URLs that might present potential problems, as well as to detect Web surfing 
patterns that are unique to your organization. 

To gather only the most relevant URL information from your log files, Virtual 
Inspector evaluates log file information according to three types of criteria: 

Keyword. Virtual Inspector scans URLs for keywords that indicate that the sites 
might fall into certain key categories, such as Sex, Porn, Gambling, Hate, and Vio-
lence. Intelligent keyword matching helps Virtual Inspector distinguish safe sites 
from those that could pose potential problems. 

Activity pattern. By pinpointing unusual surfing patterns, Virtual Inspector can 
detect when problem sites that haven’t yet been categorized may have been 
accessed. It captures these URLs for review and categorization. (Because Virtual 
Inspector captures only URL data, activity patterns can’t be linked to specific 
users or IP addresses on your network.) 

Frequency. Virtual Inspector compiles a list of the most frequently accessed 
URLs on your network and returns this list to N2H2. This ensures that the sites 
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